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1. Introduction

The Centers for Medicare & Medicaid Services (CMS) Enterprise Portal project supports the
implementation of a viable and effective portal program. The essence of the CMS Enterprise
Portal strategy is the user interface (Ul) presented by a portal as an “Integration Glass,” a single
window through which users may see and access information and applications from multiple
sources, based on each individual user’s roles and permissions. A portal combines and displays
content and forms from multiple applications and information sources, supports users with
navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based
access and personalization to present each user with only relevant content and applications.
Portal benefits include enhanced productivity, efficiency, workflows, communication, and the
exchange of ideas among CMS user communities.

CMS Enterprise Portal is the common user presentation layer providing a secure, browser-based,
centralized point of entry for users to access the underlying data. CMS Enterprise Portal logically
consolidates information and business functions, helping to ensure consistent delivery and
presentation of information across the user base. Users can collaborate; share queries and
reports; use browser-based reporting applications; manipulate data and information; and save
that data and information in the portal layer, all without having to exit the portal to use other
applications. CMS established the Enterprise Portal to provide business partners with a means
to create a single user ID that they can use to access one or more CMS applications.

This user guide provides the information necessary for users to effectively use CMS Enterprise
Portal. This document will be updated as new features and functionality are added to CMS
Enterprise Portal.

There are no privacy or security concerns for this document because it does not contain any
Personal Health Information (PHI) or Personally Identifiable Information (PII).

1.1. Conventions

This document provides figures and corresponding narrative to describe how to use CMS
Enterprise Portal. There are no specific stylistic commands or syntax used within this document.
Typically, a direction or step is described, followed by a screen print that shows the
corresponding action or result.

1.2. Cautions and Warnings

CMS Enterprise Portal users are provisioned by the Enterprise User Administration (EUA) process
or the CMS Enterprise Portal process. Users must have their CMS identifier (ID) added to the
relevant Portal job code or role (additional information is in Section 2.2 - User Access
Considerations) prior to accessing CMS Enterprise Portal.
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2. Getting Started

This section provides information about setting up, accessing, navigating, and exiting CMS
Enterprise Portal.

2.1. Set-up Considerations

CMS Enterprise Portal users are provisioned either by the Enterprise User Administration (EUA)
process or the CMS Enterprise Portal setup process. CMS Enterprise Portal users can only view
the applications to which they have been granted access through the respective job code(s) or
approved role request(s).

The following additional considerations optimize access to CMS Enterprise Portal:
Use one of the following browsers with JavaScript enabled:

e Google Chrome

e Microsoft Edge (Chromium)

e Mozilla Firefox

e Apple Safari

Note
CMS Enterprise Portal no longer supports Microsoft's Internet Explorer web browser.

Please be sure to disable pop-up blockers (if allowed by your organization), enable JavaScript,
and disable your Chrome browser extensions as these can impact the use of the CMS Enterprise
Portal.

The only computer input device needed to access CMS Enterprise Portal is a keyboard; a mouse
is not required, although it is recommended.

2.2. User Access Considerations

CMS Enterprise Portal users are provisioned by the EUA process or the CMS Enterprise Portal
process, depending on the application(s) they will be accessing. These provisioning processes
are described in Section 2.2.1 - EUA Process and Section 2.2.2 - CMS Enterprise Portal Process.
CMS Enterprise Portal users can only view the applications to which they have been granted
access through the respective job code(s) or approved role request(s).

2.2.1. EUA Process

For applications provisioned via EUA, if a user does not have a EUA CMS user ID or the proper
Portal job code, they must file a EUA workflow request by completing an application for access
to CMS computer systems. An online version of that application can be found at the following
URL: http://www.cms.gov/InformationSecurity/Downloads/EUAaccessform.pdf.

This application is used to request access to any of the job codes that will relate to CMS
Enterprise Portal and the EUA applications it hosts. If access is granted, the user will be notified
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by email with the appropriate job code and/or CMS user ID.
Note

CMS user IDs created using the EUA process are exactly four characters in length.

If the user already has a CMS user ID and password provisioned via EUA and wishes to change
the password, they can click the following link, follow the log-in procedures, and click on the
Change My Password link after signing into the EUA system:

e https://eua.cms.gov/iam/im/pri/

The EUA process is described at http://www.cms.gov/Research-Statistics-Data-and-Systems/
CMS-Information-Technology/InformationSecurity/EUA.html.

Once an EUA Enterprise Portal user is registered and logged into CMS Enterprise Portal, they can
manage their Multi-factor Authentication (MFA) Devices by clicking the My Profile link in the
drop-down menu displayed next to the user name in the top navigation bar.

An EUA user cannot change their profile information or request access to application(s) within
the CMS Enterprise Portal system. Those activities must be performed from within the EUA
system at https://eua.cms.gov/iam/im/pri/.

2.2.2. CMS Enterprise Portal Process

For applications provisioned via CMS Enterprise Portal, if a user does not have a CMS Enterprise
Portal user ID, they must register for a CMS Enterprise Portal user account from the CMS
Enterprise Portal public home page by clicking on the New User Registration button. Detailed
steps are in Section 3 - Registering for CMS Enterprise Portal.

Note

CMS user IDs created using the CMS Enterprise Portal process are a minimum of six and
maximum of 74 characters in length.

Once a user is registered in CMS Enterprise Portal and logged into CMS Enterprise Portal, they
can view and change profile information and request access to applications by clicking the My
Profile and My Access links, respectively, in the drop-down menu displayed next to the user
name in the top navigation bar.

2.3. Accessing the System

To access CMS Enterprise Portal, open a browser window (refer to the list of approved browsers
in Section 2.1 - Set-up Considerations) and type the following URL into the address bar: https://
portal.cms.gov (Internet) or https://portal.cms.cmsnet (CMS VPN or CMS network).

The system displays the CMS Enterprise Portal public home page, as shown in Figure 1: CMS
Enterprise Portal Public Home Page.
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E= An official website of the United States government Here's how yol

CMS.gov |Emerprise Zelgle] 2= Applications @ Help @ About

Login Login with PIV Card

CMS.gov | Enterprise Portal

Password
[l ! agree to the Terms & Conditions
Login

Forgot your User ID or your Password?
Need to unlock your account?

Enterprise Portal

The Enterprise Portal is a gateway that provides access to over 50 different
Centers for Medicare & Medicaid Services (CMS) healthcare-based
applications. It provides the ability to request access to multiple Portal-
integrated CMS applications and to launch/access those applications.
Learn more about Enterprise Portal.

Learn About Your Application & Help Desk Contact Information

Select Your Application

A federal government website managed by the U.S.
{ « Centers for Medicare & Medicaid Services. 7500 u E L4 A
Security Boulevard, Baltimore, MD 21244 el Top
help you?

Figure 1: CMS Enterprise Portal Public Home Page

2.4. Public Home Page

The first page users will see when accessing CMS Enterprise Portal is the public home page as
shown in Figure 1: CMS Enterprise Portal Public Home Page.

The header is designed to contain the following navigation elements:

e CMS.gov | Enterprise Portal link: Clicking this link performs a page refresh of the CMS
Enterprise Portal public home page.
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e Applications link: Clicking this link allows users to select their application from a drop-down
menu and view their application's Help Desk and support information.

¢ Help link: Clicking this link directs you to the Help Center where you can view the the answers
to frequently asked questions, view the Enterprise Portal user guides, or view the Enterprise
Portal how-to videos.

e About link: Clicking this link displays information about CMS Enterprise Portal.

The footer contains the Department of Health and Human Services (HHS) logo along with
following widgets for social media: CMS Twitter, CMS YouTube, and CMS RSS Feed.

The public home page also provides the registration functionality for new users (refer to section
3 - Registering for CMS Enterprise Portal for more details) and login functionality for users who
have already registered (refer to section 4 - Logging In for more details).

2.5. Session Timeout

Session timeout occurs if users do not perform any action on the CMS Enterprise Portal website
and remain inactive for 30 minutes. When this happens, a session pop-up message is displayed
allowing a user to either stay logged in or log out from the system.

2.6. Exiting the System

To exit CMS Enterprise Portal, click the Log Out link located at the top-right of the page, as
shown in Figure 2: Logging Out of CMS Enterprise Portal. The system logs you out and returns to
the CMS Enterprise Portal public home page.

CMS.QOV |M‘/ Enterprise Portal I 3 @ James Smith ¥ @ Help @ Log Out

My Porta

Previous Login: View Login History

@Welcome to CMS Enterprise Portal.

WelcomeJames Smith to CMS Enterprise Portal.
You've selected BCRS Web application during your registration. You can request access to this application by clicking here.
You may request access to other applications by selecting "Add Application" button.

B Learn how to add Multi-Factor Authentication (MFA) devices via My Profile in the Manage MFA Devices section.

Figure 2: Logging Out of CMS Enterprise Portal
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3. Registering for CMS Enterprise Portal

This section provides information on how to register and create a user ID and password through
the CMS Enterprise Portal process. The following are the step-by-step instructions.

1. On the CMS Enterprise Portal home page, click the New User Registration button, as shown in
Figure 3: New User Registration Button on Public Home Page.

CMS.QOV | Enterprise Portal B2 Applications @ Helpw @ About

Login with PIV Card

CMS.gov |Emferprise Portal

[l ! agree to the Terms & Conditions
Login

Forgot your User |D or your Password?
Need to unlock your account?

Figure 3: New User Registration Button on Public Home Page

2. On Step #1: Select Your Application page, select your application from the Select Your
Application drop-down list, as shown in Figure 4: Step 1 of New User Registration — Choose
Your Application.

How can |
help you?

CMS.QOV | Enterprise Portal B2 Applications @ Helpw @ About

Step #1: Select Your Application

Step 1 of 3 - Select your application frem the dropdown. You will then need to agree to the terms & conditions.

Select Your Application

Figure 4: Step 1 of New User Registration — Choose Your Application

The Terms & Conditions information displays, as shown in Figure 5: Terms & Conditions
Information Displayed on Selecting CMS Enterprise Portal-Provisioned Application.
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CMS_QOV | Enterprise Portal =& Applications @ Helpw @ About

Step #1: Select Your Application

Step 1 of 3 - Select your application frem the dropdewn. You will then need to agree to the terms & conditions.

BCRS Web v

Terms & Conditions
OMB No.0938-1236 | Expiration Date: 03/31/2021 | Paperwork Reduction Act
Consent to Monitoring

By logging onto this website, you consent to be menitored. Unauthorized attempts to upload information and/or change information on this web site are strictly
prohibited and are subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. Sec.1001 and 1030. We encourage you to read the HHS
Rules of Behavior.

Protecting Your Privacy =

D | agree to the Terms and Conditions
Next Cancel

Figure 5: Terms & Conditions Information Displayed on Selecting CMS Enterprise Portal-
Provisioned Application
Note

Terms & Conditions are displayed only when a CMS Enterprise Portal-provisioned application
is selected from the Select Your Application drop-down list. Selecting an EUA-provisioned
application displays information, as shown in Figure 6: Help Message Displayed on Selecting
EUA-Provisioned Application.

C MS.QOV | Enter welils BE Applications @ Help @ About

Step #1: Select Your Application

Step 1 of 3 - Select your application from the dropdown. You will then need to agree to the terms & conditions.

Provider Chain & ip System Admini: ive Interface (PECOS Al} e

© Help Message

To access this application, please register at CMS EUA Self Registration Page or contact your CAA

Figure 6: Help Message Displayed on Selecting EUA-Provisioned Application
Note

Selecting an IDM-provisioned application displays information, as shown in Figure 7: Help
Message Displayed on Selecting IDM-Provisioned Application.

CMS.gov | Enterprise Portal B Applications @ Help @ About

Step #1: Select Your Application

Step 1 of 3 - Select your application from the dropdown. You will then need to agree to the terms & conditions.
Novitasphere “ N
© Help Message

Please click the link below te register for a new account to request a role in this application:

LM5 1DM Registration Page

Figure 7: Help Message Displayed on Selecting IDM-Provisioned Application

3. Read the Terms & Conditions, select | agree to the Terms and Conditions, and then click Next
to continue with the registration process, as shown in Figure 8: Agreeing to Terms and
Conditions.
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CMS_QOV | Enterprise Portal =& Applications @ Helpw @ About

Step #1: Select Your Application

Step 1 of 3 - Select your application frem the dropdewn. You will then need to agree to the terms & conditions.

BCRS Web

Terms & Conditions
OMB No.0938-1236 | Expiration Date: 03/31/2021 | Paperwork Reduction Act
Consent to Monitoring

By logging onto this website, you consent to be menitored. Unauthorized attempts to upload information and/or change information on this web site are strictly
prohibited and are subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. Sec.1001 and 1030. We encourage you to read the HHS
Rules of Behavior.

Protecting Your Privacy

| agree to the Terms and Conditions
Next Cancel

Figure 8: Agreeing to Terms and Conditions

The Step #2: Register Your Information page displays, as shown in Figure 9: Step 2 of New
User Registration - Register Your Information (Blank).

CMS.QOV |Enferprise Portal 52 Applications @ Helpw @ About

Step #2: Register Your Information

Step 2 of 3 - Please enter your personal and contact information.

All fields are required unless marked (optional).

Enter First Name Enter Middle Name (optional) Enter Last Name Suffix (optional) v

Select Birth Month v Select Birth Date v Select Birth Year v

Is Your Home Address U.S. Based?

@ Yes O No
Enter Home Address Line 1 Enter Home Address 2 (optional)
Enter City Select State v Enter ZIP Code Enter Zip+4 Code (optional)
Enter Email Address Confirm Email Address

Enter Phone Number

hak

Figure 9: Step 2 of New User Registration - Register Your Information (Blank)

4. Provide the information requested on the Step #2: Register Your Information page, as shown
in Figure 10: Step 2 of New User Registration - Register Your Information (Completed). All fields
are required and must be completed unless marked “Optional”. After all required information
has been provided, click Next to continue.

Note

You may click Cancel at any time to exit out of the registration process. Changes entered will
not be saved. To go to the previous step, click the Back button.
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@ Helpw @ About

CMS.QOV | Enterprise Portal B8 Applications

Step #2: Register Your Information

Step 2 of 3 - Please enter your personal and contact information.

All fields are required unless marked (optional).
Suffix(optional)

First Name Middle Name (optional) Last Name
James Jacob Smith JR v
Birth Month Birth Date Birth Year
April v 5 v 1977 v

Is Your Home Address U.S. Based?

@ Yes O No
Home Address Line 1 Home Address Line 2 (optional)
1234 Main Street Suite 100

City State ZIP Code

Ellicott City Maryland v 21043 Enter Zip+4 Code (optional)

Email Address Confirm Email Address

james_smith@xyz.com james_smith@xyz.com

Phone Number
410-555-1234

e

Figure 10: Step 2 of New User Registration - Register Your Information (Completed)

The Step #3: Create User ID, Password & Security Question/Answer page displays, as shown
in Figure 11: Step 3 of New User Registration — Create User ID, Password & Security Question/

Answer (Blank).

e Help w @ About

CMS.gov | Enterprise Portal B8 ppplications

Step #3: Create User ID, Password & Security Question/Answer

Step 3 of 3 - Please create User ID and Password. Select a Security Question and provide Answer.

All fields are required unless marked (optional).

Enter User ID

Enter Password E! Confirm Password \&
Security answer to be used in case you forget your password or you need to unlock your account.

Select Security Question v

Enter Security Answer

Al

Figure 11: Step 3 of New User Registration — Create User ID, Password & Security Question/

Answer (Blank)
5. Create and enter a user ID in the Enter User ID field based on the requirements for creating a

user ID, as shown in Figure 12: Step 3 of New User Registration — User ID Entered.

Note

Instructions are displayed, in the form of tool tip, on what you are required to include in your
user ID.
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CMS_go\/ |Emferprise Portal BB Applications @ Helpw @ About

* & Security Question/Answer

Step #3: Cr

Step 3 of 3- Please create U} - Must be between 6 - 74 characters and contain at provide Answer.
least one letter

Allfields are required unle . can contain alphanumeric characters
+ Allowed special characters are limited to hyphens

User ID
P (-). underscores (_), apostrophes (°), and periods (_).
= J-Smithss| - The @ symbol is allowed only if the User 1D is in a
valid email address format (j.doe@abc.edu or

123@abc.com).
« Cannot contain 8 consecutive numbers.

= Cannot begin or end with special characters.

Enter Password - Cannot contain more than 1 consecutive special

character.

Security answer to be used in case you forget your password or you need to unlock your account.

Select Security Question ~

Enter Security Answer

ot

Figure 12: Step 3 of New User Registration — User ID Entered

6. Create and enter a password in the Enter Password field based on the requirements for
creating a password, as shown in Figure 13: Step 3 of New User Registration — Password
Entered. Enter the same password in the Enter Confirm Password field.
Note

Instructions are displayed, in the form of tool tip, on what you are required to include in your
password.

CMS,gov|EﬁTerprise Portal == Applications @ Helpw @ About

Step #3: Create User ID, Password & Security Question/Answer

Step 3 of 3 - Please create User ID and Password. Select a Security Question and provide Answer.
All fields are required unless marked (optional).

User ID Password Requirements

J-Smith55
- Password must be changed every 60 days

- Password must be a minimum of 8 characters
» Password must contain: 1 upper case and 1 lower
Enter Password case letter, 1 number, and 1 special character.
e remmersnesed = | - The following special characters may not be used <
= ()" /\(space)
= Password cannot contain: Parts of User ID, First
Name, Last Name, common passwords.

Security answer to be used incase youf - Password can only be changed once every 24 jount.
hours
- Password must be different from last 24 passwords.
Select Security Question v

Enter Security Answer

s

Afederal government website managed by the U.S.

' ¢ Centers for Medicare & Medicaid Services. 7500 um ol
Security Boulevard, Baltimore, MD 21244 How canl

Version: 53-10.29.2_DEV help you?

Figure 13: Step 3 of New User Registration — Password Entered

7. After entering the user ID and password, select a question in the Select Your Security Question
drop-down list and enter the answer you want to be saved with the question, as shown in
Figure 14: Step 3 of New User Registration — Create User ID, Password & Security Question/
Answer (Completed). Your security answer is used in case you forget your password, or you
need to unlock your account. Click Next to complete the registration process.
Note
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Instructions are displayed, in the form of tool tip, on what you are required to include in your

security question answer.

CMS.gov |Enterprise Portai

Step #3: Create User ID, Password & Security Question/Answer

Step 3 of 3 - Please create User ID and Password. Select a Security Question and provide Answer.
All fields are required unless marked (optional).

User ID
J-Smith55

Enter Password Confirm Password
R ovvsesssion b0 Y

Security Answer Requiremenis

Security answer
« Can contain spaces

Security Questid Must be at least 4 characters

- Cannot contain part of the security question

What was the fir

Your Security Answer will be required in order to reset

your password or unlock your account.

Security Answer

# Mac and Cheasel

CanCEI

Figure 14: Step 3 of New User Registration — Create User ID, Password & Security Question/

Answer (Completed)

The New User Registration Summary page displays, as shown in Figure 15: New User

Registration — Registration Summary.

@ Helpw @ About

{ Can contain alphanumeric characters leed to unlock your account.
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B& Applications O Helpw @ About

CMS.gov |Enterprise Portal

New User Registration Summary

Please review your information and make any necessary changes before submitting .

BCRS Web v
First Name Middle Name (optional) Last Name: Suffix(optional)

James Jacob Smith JR v

Birth Month Birth Date Birth Year

April v 5 v 1977 v
Home Address Line 1 Home Address Line 2 (optional)

1234 Main Street Suite 100

City State ZIP Code

Ellicott City Maryland v 21043 Enter Zip+4 Code (optional)
Email Address Confirm Email Address

james_smith@xyz.com james_smith@xyz.com

Phone Number

410-555-1234

All fields are required unless marked (optional).

User ID

J-Smith55

Enter Password Confirm Password

....... - _ (e B0 Y

Security Question

What was the first thing you learned to cook? v

Security Answer

Mac and Cheese

“ B

Figure 15: New User Registration — Registration Summary

8. Review the information you entered, make any necessary changes and then click the Submit
User button.The Confirmation page is displayed acknowledging your successful registration
and informs you that you should receive a confirmation email, as shown in Figure 16: New User

Registration — Confirmation.

@ Confirmation

Your User ID has been successfully registered with CMS Enterprise Portal. An email has been sent to your registered email address.
You can now login.

B8 Applications @ Help @ About

Figure 16: New User Registration — Confirmation
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4. Logging In
4.1. User Login Without a Registered MFA Device

The instructions in this section demonstrate the login process for users who do not need to
provide a Multi-Factor Authentication (MFA) at login. For more information about MFA, see
section 8.6 - Managing Multi-Factor Authentication (MFA).

Note
Whether you need to provide an MFA at login will depend on what roles you have.

1. Navigate to the CMS Enterprise Portal public home page, as shown in Figure 17: Login Portlet
on CMS Enterprise Portal Public Home Page.

CMS.gov | Enterprise Portal == applications @ Helpw @ About

Login with PIV Card

CMS.gov |Emerprise Portal

[l ! agree to the Terms & Conditions
Login

Forgot your User |D or your Password?
Need to unlock your account?

How can |
help you?

Figure 17: Login Portlet on CMS Enterprise Portal Public Home Page
2. Enter the CMS user ID in the User ID field.

3. Enter the CMS password in the Password field.

4. Read the important Terms and Conditions information and indicate your agreement by clicking
the checkbox. Ensure the checkbox next to Agree to our Terms & Conditions remains checked.

5. Click Login.

Upon initial login, the CMS Enterprise Portal My Portal page is displayed, as shown in Figure 18:
My Portal Page — First Login.
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CMS.QOV |M‘/ Enterprise Portal I 3 @ James Smith ¥ @ Help @ Log Out

My Porta

Previous Login: View Login History

@Welcome to CMS Enterprise Portal.

WelcomeJames Smith to CMS Enterprise Portal.
You've selected BCRS Web application during your registration. You can request access to this application by clicking here.
You may request access to other applications by selecting "Add Application" button.

I Leamn how to add Multi-Factor Authentication (MFA) devices via My Profile in the Manage MFA Devices section.

Figure 18: My Portal Page - First Login

The My Portal page displays a Welcome message with a link to request access to the application
that the user selected during registration. The Add Application button, also displayed on the My
Portal page, allows you to request access (role) to a CMS Enterprise Portal application.

For accounts that already have access to CMS Enterprise Portal provisioned-applications, the My
Portal page displays one or more tiles (depending on how many CMS applications are
associated with your account), as shown in Figure 19: My Portal Page with Applications.

CMS'gO\J ||"\-"|'y‘ Enterprise Portal A O DaisyWyoming v @ Helpw (3 Log Out
My Portal © Add Application
Previous Login: View Login History
el o@e
& s & &
Annual Role Certifications Approvals Help Desk / Manage Users DEX
o [&] o
Disproportionate Share ELMO Fee For Service Data
Hospital Collection System
(FFSDCS)

Figure 19: My Portal Page with Applications

The first tile (1) is Annual Role Certifications, which is available only to users with an Annual Role
Certification related role. Clicking this tile takes you to the My Annual Role Certifications page
where you can review and certify or revoke roles.

The second tile (2) Approvals, which is available only to users with an Approver related role.
Clicking this tile takes you to the My Pending Approvals page where you can approve or reject
role requests.

The third tile (3) is Help Desk/Manage Users, which is available only to users with a Help Desk
related role. Clicking this tile takes you to the Help Desk/Manage Users page where you can
search for a user and perform Help Desk functions.

Note

The details about the Annual Role Certifications, Approvals, and Help Desk/Manage Users
functionality is provided in separate user guides.
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The next four tiles (4-7) display the CMS applications you have access to.
A single application role may give you access to multiple tiles for that application.

The My Portal Page also provides visibility into an application’s status as a round icon on the
application tile.

If an application is performing as expected, then the application tile will remain unchanged (i.e.,
there will not be any colored icon on the tile).

If an application is currently experiencing intermittent issues, then an orange color-coded
indicator will be displayed. Some users may experience degraded application performance.

The picture shows an application tile for BCRS application with an orange round icon at the
bottom right.

If an application’s performance is impacted and preventing users’ normal operations, then a red
color-coded indicator will be displayed.

®
(433]

Betifietcs beetlipine

-
The picture shows an application tile for Business Intelligence application with a red round icon
at the bottom right.

Users can refresh the My Portal Landing page after approximately 5 minutes to determine if the
application status improves. Please contact the tier 1 Help Desk for your application if the color
indicator remains the same for more than 10 min.

4.2. User Login Using an MFA Device
4.2.1. First Time Login

The following instructions demonstrate the login process for users who are logging in for the
first time and must provide an MFA.

1. Navigate to the CMS Enterprise Portal public home page.
2. Enter the CMS user ID in the User ID field

3. Enter the CMS password in the Password field.

4. Agree to the terms and conditions and click Login.
You will be asked to select and register an MFA device, as shown in Figure 20: Login with MFA
Device - First Login.
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Login with PIV Card

CMS.gov |Enterprise Portal

@ Register Multi-Factor
Authentication (MFA) Device

Adding an MFA code to your login, also known as Multi-Factor
Authentication (MFA), can make your login more secure by
providing an extra layer of protection to your User D and
Password

Select the MFA device type to register

Select MFA Device v

Cancel

_

B2 Applications @ Help © About

CMS.gov I Enterprise Portal

o
How can |
help you?

Figure 20: Login with MFA Device - First Login

For example, select Email.

5. Select an MFA device from the drop-down list, as shown in Figure 21: Selecting an MFA Device.
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Login | Login with PIV Card

CMS.gov | Enterprise Portal

¥ Register Multi-Factor
Authentication (MFA) Device

Adding an MFA code to your login, also known as Multi-Factor
Authentication (MFA), can make your login more secure by
providing an extra layer of protection to your User ID and
Password.

Select the MFA device type to register

Email

Select MFA Device
Interactive Voice Response (IVR)

Text Message (SMS)
Google Authenticator
Okta Verify

Figure 21: Selecting an MFA Device
6. Click Send MFA Code, as shown in Figure 22: Sending MFA code to the Selected MFA Device, to
have the code emailed to your registered email address.
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Login | Login with PIV Card

CMS.gov ‘ Enterprise Portal

@ Register Multi-Factor
Authentication (MFA) Device

Adding an MFA code to your login, also known as Multi-Factor
Authentication (MFA), can make your login more secure by

providing an extra layer of protection to your User ID and
Password.

Select the MFA device type to register

=

Email

The email option will communicate your MFA Code through an
email message that will be sent to the email address currently
associated with your account.

Send MFA Code

Figure 22: Sending MFA code to the Selected MFA Device

7. Enter the security code from the email and click Add Device, as shown in Figure 23: Entering
MFA Code.
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Login with PIV Card

CMS_QDV | Enterprise Portal

@ Register Multi-Factor
Authentication (MFA) Device

Adding an MFA code to your login, also known as Multi-Factor
Authentication (MFA), can make your login more secure by
providing an extra layer of protection to your User ID and
Password.

Select the MFA device type to register

The email option will communicate your MFA Code through an

email message that will be sent to the email address currently

associated with your account.

Sending To: s...n@c-hit.com

© The MFA code has been sent to your MFA Device. If
you are having trouble, we can resend the MFA code in
30 seconds.

Re-send MFA Code Enter Code Received

Add Device

Figure 23: Entering MFA Code
This takes you to your My Portal page, as shown in Figure 18: My Portal Page - First Login.

4.2.2. Login Using Email MFA Device

The following instructions demonstrate the login process for users who must provide an MFA at
login.

Note
Only LOA 3 users are required to login using MFA. All other users (LOA 1 and LOA 2) will login
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with just user ID and password.
1. Navigate to the CMS Enterprise Portal public home page.
2. Enter the CMS user ID in the User ID field

3. Enter the CMS password in the Password field.

4. Agree to the terms and conditions and click Login.
Upon entering a user name that is configured with MFA, an additional Multi-factor
Authentication screen is displayed, as shown in Figure 24: Login with MFA Device. You will be
presented with the MFA Devices that you have previously setup.

CMS.QOV | Enterprise Portal B2 Applications @ Help @ About

Login | Login with PIV Card

CMS.gov | Enterprise Portal

@ Multi-factor Authentication

Select Authentication Method ~

Il Do not challenge me on this device for the next
30 minutes

Learn how to add MFA Devices beyond email

Cancel

Unable to Access MFA Device or MFA Code?

Figure 24: Login with MFA Device

5. Select Email as the Authentication Method.
Additional fields and checkboxes are displayed as shown in Figure 25: Selecting Email Option
as MFA Method. See the MFA Device options described in the subsections 4.2.2 through 4.2.6.
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Login | Login with PIV Card

CMS.gov |En’rerprise Portal

® Multi—-factor Authentication

Email v

Send To: s...n@c-hit.com

Send MFA Code

Enter MFA Code

Verify
I Send MFA code automatically

. Do not challenge me on this device for the next

30 minutes

Learn how to add MFA Devices beyond email

Cancel

Unable to Access MFA Device or MFA Code?

igure 25: Selecting Email Option as MFA Method
6. Click Send MFA Code to have the code emailed to your registered email address.

7. Enter the security code from the email and click Verify.
This takes you to your My Portal page, as shown in Figure 18: My Portal Page — First Login or
Figure 19: My Portal Page with Applications.
If you select Email option as the MFA device and the checkbox for Send MFA code
automatically, the next time you login into the system using the same MFA, the system will
automatically send the MFA code to your registered email address without having to click the
“Send MFA Code” button.
If you select the checkbox for Do not challenge me on this device for the next 30 minutes, you
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will bypass the MFA verification if you log out and log back into the system again within 30
minutes of your initial login.

Clicking on the Cancel link will cancel the MFA verification process and redirect you to the
Enterprise Portal home page.

Note

If you enter an incorrect MFA code five times in a row, your account will be locked and you will
be directed to the Unlock My Account page. See section 7 - Unlocking Account (starting at step
#3) for details on how to unlock your account.

4.2.3. Login Using Text Message (SMS) MFA Device

1. If you select Text Message (SMS), the Send MFA Code button and Enter MFA Code fields
display, as shown in Figure 26: Selecting Text Message (SMS) Option as MFA Device.

2. Click Send MFA Code to have the code texted to your registered device.
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Login | Login with PIV Card

CMS.gov |EnTerprise Portal

® Multi-factor Authentication

Text Message (SMS) v

Send To: xxx-xxx-7512

Enter MFA Code

Verify
I Send MFA code automatically

I Do not challenge me on this device for the next

30 minutes

Learn how to add MFA Devices beyond email

Cancel

Unable to Access MFA Device or MFA Code?

Figure 26: Selecting Text Message (SMS) Option as MFA Device

3. Enter the MFA code from the text message and click Verify.
If you select Text Message (SMS) option as the MFA device and the checkbox for Send MFA
code automatically, the next time you login into the system using the same MFA, the system
will automatically send the MFA code to your registered SMS MFA device without having to
click the “Send MFA Code” button.
If you select the checkbox for Do not challenge me on this device for the next 30 minutes, you
will bypass the MFA verification if you log out and log back into the system again within 30
minutes of your initial login.
Clicking on the Cancel link will cancel the MFA verification process and redirect you to the
Enterprise Portal home page.
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Note

If you enter an incorrect MFA code five times in a row, your account will be locked and you will
be directed to the Unlock My Account page. See section 7 - Unlocking Account (starting at step
#3) for details on how to unlock your account.

4.2.4. Login Using Interactive Voice Response (IVR) MFA Device

1. If you select Interactive Voice Response (IVR), the Send MFA Code button and Enter MFA Code
fields display, as shown in Figure 27: Selecting IVR Option as MFA Device.

2. Click Send MFA Code to have the code provided to you via phone call.
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Login ‘ Login with PIV Card

CMS.gov |EnTerprise Portall

® Multi-factor Authentication

Interactive Voice Response (IVR) v

Send To: xxx-xxx-6048

Enter MFA Code

Verify

B Send MFA code automatically

B Do not challenge me on this device for the next

30 minutes

Learn how to add MFA Devices beyond email

Cancel

Unable to Access MFA Device or MFA Code?

Figure 27: Selecting IVR Option as MFA Device

3. Enter the MFA code from the phone call and click Verify.
If you select Interactive Voice Response (IVR) option as the MFA device and the checkbox for
Send MFA code automatically, the next time you login into the system using the same MFA,
the system will automatically send the MFA code to your registered IVR MFA device without
having to click the “Send MFA Code” button.
If you select the checkbox for Do not challenge me on this device for the next 30 minutes, you
will bypass the MFA verification if you log out and log back into the system again within 30
minutes of your initial login.
Clicking on the Cancel link will cancel the MFA verification process and redirect you to the
Enterprise Portal home page.
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Note

If you enter an incorrect MFA code five times in a row, your account will be locked and you will
be directed to the Unlock My Account page. See section 7 - Unlocking Account (starting at step
#3) for details on how to unlock your account.

4.2.5. Login Using Google Authenticator MFA Device
1. If you select Google Authenticator, the MFA Code is required field displays, as shown in Figure
28: Selecting Google Authenticator Option as MFA Device.

Login | Login with PIV Card

CMS.gov ‘En’rerprise Portal

® Multi-factor Authentication

Google Authenticator

MFA Code is required

Verify

I Do not challenge me on this device for the next

30 minutes

Learn how to add MFA Devices beyond email

Cancel

Unable to Access MFA Device or MFA Code?

Figure 28: Selecting Google Authenticator Option as MFA Device
2. Open up the Google Authenticator app on your phone.

3. Enter the MFA code displayed in the Google Authenticator app for your account and click
Verify.
If you select the checkbox for Do not challenge me on this device for the next 30 minutes, you
will bypass the MFA verification if you log out and log back into the system again within 30
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minutes of your initial login.

Clicking on the Cancel link will cancel the MFA verification process and redirect you to the
Enterprise Portal home page.

Note

If you enter an incorrect MFA code five times in a row, your account will be locked and you will
be directed to the Unlock My Account page. See section 7 - Unlocking Account (starting at step
#3) for details on how to unlock your account.

4.2.6. Login Using Okta Verify MFA Device

1. If you select Okta Verify, the Send Push button and the Enter Code Manually link display, as
shown in Figure 29: Selecting Okta Verify Option as MFA Device.
Use either Option 1 or Option 2 to log in using Okta Verify.

Login Login with PIV Card

CMS.gov | Enterprise Portal

@ Multi-factor Authentication

Okta Verify v

Send Push

Enter Code Manually?

 Select push automatically

- Do not challenge me on this device for the next

30 minutes

Learn how to add MFA Devices beyond email

Cancel

Unable to Access MFA Device or MFA Code?
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Figure 29: Selecting Okta Verify Option as MFA Device
Option 1: Send Push

¢ Click the Send Push button to send a notification to your smart phone.
e Check your smart phone for a pop-up notification from Okta Verify.

e Tap the option to confirm that you are the one signing in.
If you select the checkbox for Select push automatically, the next time you login into the
system using the same MFA, the system will automatically send the push notification to your
registered smart phone.

Option 2: Enter Code Manually (continue after step 1)

¢ Click the Enter Code Manually link.
The MFA Code is required field displays, as shown in Figure 30: Okta Verify Option — Enter
Code Manually.

CMS User Guides Page 31 of 107



Enterprise Portal User Guide

Login Login with PIV Card

CMS.gov ‘En‘rerprise Portal

® Multi-factor Authentication

Okta Verify

MFA Code is required

Verify

. Do not challenge me on this device for the next
30 minutes

Learn how to add MFA Devices beyond email

Cancel

Unable to Access MFA Device or MFA Code?

Figure 30: Okta Verify Option — Enter Code Manually

2. Enter the security code from Okta Verify and click Verify.

If you select the checkbox for Do not challenge me on this device for the next 30 minutes, you
will bypass the MFA verification if you log out and log back into the system again within 30
minutes of your initial login.

Clicking on the Cancel link will cancel the MFA verification process and redirect you to the
Enterprise Portal home page.

4.2.7. Login Using YubiKey MFA Device

1. If you select YubiKey, the Code field displays, as shown in Figure 31: Selecting YubiKey Option
as MFA Device.
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Login | Loginwith PIVCard

CMS.QE}V | Enterprise Portal

® Multi-factor Authentication

YubiKey W

Device ID: 000011482143

Insert your YubiKey into a USB port, ensure cursor is in
code field, tap it to generate a verification code, and
then select Verify button.

Verify

. Do not challenge me on this device for the next
30 minutes

Learn how to add MFA Devices beyond email
Cancel

Unable to Access MFA Device or MFA Code?

Figure 31: Selecting YubiKey Option as MFA Device

2. Follow the instructions on the screen to generate a security code.
The Code field is populated with the security code, which is masked by dots, as shown in
Figure 32: Code Field Populated with Security Code.
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Login with PIV Card

CMS.gov | Enterprise Portal

® Multi-factor Authentication

YubiKey v

Device ID: 000011482

Insert your YubiKey into a USB port, ensure cursor is in
code field, tap it to generate a verification code, and
then select Verify button.

Verify

I Do not challenge me on this device for the next

30 minutes

Learn how to add MFA Devices beyond email

Cancel

Unable to Access MFA Device or MFA Code?

Figure 32: Code Field Populated with Security Code

3. Click Verify.
If you select the checkbox for Do not challenge me on this device for the next 30 minutes, you
will bypass the MFA verification if you log out and log back into the system again within 30
minutes of your initial login.
Clicking on the Cancel link will cancel the MFA verification process and redirect you to the
Enterprise Portal home page.

4.3. User Login Using a PIV Card
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If you have an active EUA user account and a Personal Identity Verification (PIV) card, you can
use that PIV card to log in to CMS Enterprise Portal. PIV credentials are U.S. Federal government
credentials that are used to access Federal government controlled facilities and information
systems as assigned.

Note

Before logging in with your PIV card, you must first log in to CMS Enterprise Portal one time with
your EUA user ID/password. After the first successful log in with an EUA user ID/password via
the regular Login portlet of the Enterprise Portal home page, you can subsequently log in with
your PIV card.

The following instructions demonstrate the login process for EUA users who have an active PIV
card.

1. Navigate to the CMS Enterprise Portal public home page.

2. Click the Login with PIV Card tab, as shown in Figure 33: Selecting Login with PIV Card Tab on
Enterprise Portal Home Page.

Login [ Login with PIV Card

CMS.QDV ‘EﬂTerr:}rise Portal

B | agree to the Terms & Conditions

Login with PIV Card (EUA User Only)

For EUA Application Access Only: This option can only be used

after initial login using your CMS EUA ID and Password.

igure 34: Login with PIV Card Tab Portlet

3. Agree to the terms and conditions and then click the Login with PIV Card (EUA User Only)
button, as shown in Figure 34: Login with PIV Card Tab Portlet.

4. Follow the instructions on the screen to select a certificate (if applicable).

5. Follow the instructions to enter your Personal Identification Number (PIN).

Note
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The Login with PIV Card feature is not available using the Firefox browser.

4.4. Troubleshooting Login with PIV

4.4.1. Login with PIV as First Time User or with Newly Assigned PIV
Card

If you have a newly assigned PIV card, or login into Portal environment for the first time then:
1. Login to CMS Enterprise Portal using your EUA user ID and password, and

2. Use your PIV card to login to Enterprise Portal.

4.4.2. Login with PIV when Wrong Certificate is Selected

If you have selected the incorrect certificate and you see a certificate validation failed error
message (as shown on Figure 35: Login with PIV Error — Certification Validation Failed), then close
your browser (all the tabs), restart browser, and try again. Look for a certificate with an issuer of
"HHS-FPKI-Intermediate-CA-E1".
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Login with PIV Card

CMS.gov ‘Enferprise Portal

@ Login with PIV Card

Please insert your PIV card and select your user certificate.

€ System Error X

Certificate validation failed. Try again by quitting
the browser then selecting another certificate.

Figure 35: Login with PIV Error — Certification Validation Failed

4.4.3. Login with PIV when Incorrect PIN is Entered

If you mistyped your PIN, please try again. If you continue to get the error try to close the browser
and open again to retry.

If you forgot your PIN, then your PIN can be reset by following CMS guidelines.

4.4.4. Login with PIV when PIV Card has Expired

If you try to login to CMS Enterprise Portal with your PIV card and your PIV card digital certificate
has expired, then you will need to renew your certificate by following CMS guidelines.

4.4.5. Login with PIV when Multiple Versions of PIV Certificates are
Available

If you are seeing multiple versions of your PIV certificates to choose from, then:
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1. Remove your PIV card from reader,
2. Erase all available PIV certificates from the browser security settings, and

3. Put your PIV card back in your card reader to recreate the certificate.

4.4.6. Login with PIV and Dialog for Certificates is Not Showing

If you have clicked on the Login with PIV Card (EUA User Only) button and you do not see the PIV
dialog for selecting a certificate (as shown in Figure 36: Login with PIV Dialog Certificates), then
look to see if the dialog is on your primary monitor or is hidden behind another window. If you
still cannot find the dialog, then close your browser, restart browser, and try again. If you are still
having issues, try using a different supported browser or contact your IT helpdesk to check if
company security policies is blocking the PIV certificate dialog to be displayed.

Select a certificate

Select a certificate to authenticate yourself to cms-

Subject Issuer Serial
Tim == s -A (Affiliate) HHS- == == BN Et 58
tm EmCOom Com g mser S

Certificate information “ Cancel

Figure 36: Login with PIV Dialog Certificates

CMS User Guides Page 38 of 107



Enterprise Portal User Guide

5. Forgot User ID

The instructions in this section demonstrate the ‘Forgot User ID’ process for users who do not
remember their registered CMS Enterprise Portal-related user ID to login.

1. Navigate to the CMS Enterprise Portal public home page, and click the User ID link, as shown
in Figure 37: Forgot User ID Link.

CMS.QOV I Enterprise Portal == Applications @ Helpw @ About

Login with PIV Card

CMS.gov | Enterprise Portal

B ! agree to the Terms & Conditions

Login

Forgot youf User ID br your Password?
Need to unlock your account?

How can |
help you?

Figure 37: Forgot User ID Link
2. Enter the information shown in Figure 38: Forgot User ID — Blank Page and click Submit.

CMS.QOV | Enterprise Portal BB Applications @ Helpw @ About

Forgot User ID

Please enter the following information to retrieve your User ID.

All fields are required.

Enter First Name Enter Last Name

Select Birth Month w Select Birth Date v Select Birth Year w

Enter Email Address

Is Your Home Address U.S. Based?

@ Yes O No

Enter ZIP Code

“ o

Figure 38: Forgot User ID — Blank Page
Note

A message will display if invalid data is entered, as shown in Figure 39: Forgot User ID — Invalid
Data Error. For security reasons, this is the same message that is displayed if you enter the
correct information. No email will be sent out if the information is not correct. You must re-
enter the correct information and submit again.
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1 1 x
® Confirmation
Wioul Fequest nas Deen recaived, if the infarmation provided Maiches your 3ocount profle then a message will e 3&n 10 your email ccount fof the requesicd informatan. You

can now logl

Figure 39: Forgot User ID — Invalid Data Error

3. After successfully submitting your information, you will receive confirmation that your
information has been successfully verified, as shown in Figure 40: Forgot User ID — Successful
Confirmation.
Note

If you have entered the information correctly, you will receive an email notification that will
contain your User ID. This email will be sent to the email address on your profile.

4. Click the link in the confirmation message, as shown in Figure 40: Forgot User ID — Successful
Confirmation, to login with your user ID (retrieve from the email notification).
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6. Forgot Password

These instructions demonstrate the ‘Forgot Password’ process for users who do not remember
their registered user password to login.

1. Navigate to the CMS Enterprise Portal public home page, and click the Password link, as
shown in Figure 41: Forgot Password Link.

CMS,QOV I Enterprise Portal 8 Applications @ Helpw @ About

Login | Loginwith PIV Card

CMS.gov | Enterprise Portal

Il ! agree to the Terms & Conditions

Login

Forgot your User ID or youf Password?
Need to unlock your account?

How can |
help you?

Figure 41: Forgot Password Link
2. Enter your user ID and click Next, as shown in Figure 42: Forgot/Reset Password — Enter User

ID.

CMS gov | Enterprise Portal BR Applications @ Helpw @ About

Forgot/Reset Password

Please provide the following information to reset your password.
All fields are required.

Enter User ID

e

Figure 42: Forgot/Reset Password — Enter User ID
Note

An error is displayed if invalid data is entered, as shown in Figure 43: Invalid Data Error
Message. You must re-enter the correct information and click Next.

€ Error X

Wit 10 roiod oo b M b Dby s 0 vkl Ulisas 000

Figure 43: Invalid Data Error Message

3. Choose Email as the recovery method from the drop-down menu and click Send Recovery
Email, as shown in Figure 44: Forgot/Reset Password — Select Recovery Method. You may
also choose SMS or IVR as the recovery method if those MFA devices have been registered
previously.
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CMS.QOV | Enterprise Portal B Applications @ Helpw @ About

Forgot/Reset Password

Please provide the following information te reset your password

Email v

Send Recovery Email Cancel

Figure 44: Forgot/Reset Password — Select Recovery Method
Note

If you do not have access to your email, then contact your Application Help Desk to have your
email address updated or to request reset of your password. The Help Desk contact
information can be found on the CMS Enterprise Portal public page by going to the Learn
About Your Application drop-down box and selecting your application.

A confirmation message is displayed, as shown in Figure 45: Forgot/Reset Password —
Confirmation of Message Delivery.

CMS gov | Enterprise Portal BB Applications @ Helpw @ About

@& Confirmation 3

Please check your registered email for further instructions on resetting your password

Figure 45: Forgot/Reset Password — Confirmation of Message Delivery
Note

You will receive an email on your registered email address with a link to reset your password.
. Click on the link provided in the email to reset your password.

. Answer the security question and click Submit, as shown in Figure 46: Forgot/Reset Password
— Enter Security Answer.

CMS gov | Enterprise Portal BE Applications @ Helpw @ About

Forgot/Reset Password

Please provide the following information to reset your password.
What is your faverite movie quote?

Enter Security Answer

“ el

Figure 46: Forgot/Reset Password — Enter Security Answer
Note

An error will display if invalid data is entered, as shown in Figure 47: Invalid Data Error. You
must re-enter the correct information and click Submit.

€ Error &

PRCOVRY GalElion answr did Aol malch s fecords

Figure 47: Invalid Data Error
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6. Enter a new password in the New Password field and again in the Confirm Password field, as
shown in Figure 48: Forgot/Reset Password — Enter New Password. Then, click Reset
Password.

CMS.gov | Enterprise Portal 52 Applications @ Helpw @ About

Forgot/Reset Password

Please provide the following information to reset your password.

Enter Password oY

Confirm Password \&

Figure 48: Forgot/Reset Password — Enter New Password

7. After successfully submitting your information, you will receive confirmation that your
password has been reset successfully, as shown in Figure 49: Forgot/Reset Password —
Successful Confirmation.
Note

You will receive an email notification indicating that you successfully changed your password.
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7. Unlocking Account

These instructions demonstrate the ‘Unlock Account’ process for users who lock themselves out
during login after multiple failed login attempts.

1. Each time you enter an incorrect combination of user ID and password, an error occurs, as
shown in Figure 50: Incorrect Credentials Error Message.

CMS.gov | Enterprise Portal E= Applications @ Helpw @ About

Login with PIV Card

CMS.gov |Enterprise Portal

© System Error

Invalid combination of User 1D and Password.
Enter valid User ID and Password and try again.

J-Smiths5

¥ |agree to the Terms & Conditions

How can |
help you?

Figure 50: Incorrect Credentials Error Message

2. After entering an incorrect combination of user ID and password three times, your account
locks, as shown in Figure 51: Account Locked Message and you are directed to the Unlock My
Account page.
Note

Your account is also locked if you enter an incorrect MFA code five times in a row, and you are
directed to the Unlock My Account page. The process for unlocking your account in this case
is the same as the steps listed below.

3. On the Unlock My Account page, enter your user ID and click Next, as shown in Figure 52:
Unlock My Account — Enter User ID.

CMS gov | Enterprise Portal BR Applications @ Helpw @ About

Unlock My Account

Please provide the following information to unlock your account.
All fields are required.

Enter User ID

Figure 52: Unlock My Account — Enter User ID
Note

If an incorrect user ID is entered, an error occurs, as shown in Figure 53: Incorrect User ID Error
Message on Unlock My Account Page.
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© Error -

Usar 0D reck found in e sysiom. Ploase onlor a valid Usaer 1D,

Figure 53: Incorrect User ID Error Message on Unlock My Account Page

. Choose Email as the recovery method from the drop-down menu and click Send Recovery
Email, as shown in Figure 54: Unlock My Account — Select Recovery Method. You may also
choose SMS or IVR as the recovery method if those MFA devices have been registered
previously.

CMS.gov I Enterprise Portal B2 Applications @ Helpw @ About

Unlock My Account

Please provide the following information to unlock your account.

Email '

Figure 54: Unlock My Account — Select Recovery Method
Note

If you do not have access to your email, then contact your Application Help Desk to have your
email address updated or unlock your account. The Help Desk contact information can be
found on the CMS Enterprise Portal public page by going to the Learn About Your Application
drop-down box and selecting your application.

A confirmation message is displayed, as shown in Figure 55: Unlock My Account -
Confirmation of Message Delivery.

CMS gov | Enterprise Portal BR Applications @ Helpw @ About

& Confirmation %

Please check your registered email for further instructions to unlock your account.

Figure 55: Unlock My Account — Confirmation of Message Delivery
Note

You will receive an email on your registered email address with a link to unlock your account.
. Click on the link provided in the email to unlock your account.

. Answer the security question, as shown in Figure 56: Unlock My Account — Enter Security
Answer. Then, click Submit.

CMS .gov I Enterprise Portal BB Applications @ Helpw @ About

Unlock Account

What was the first thing you learned to cook?

Enter Security Answer

“ Ee

Figure 56: Unlock My Account — Enter Security Answer
Note
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If incorrect information is entered in the fields, an error occurs, as shown in Figure 57: Security
Question — Invalid Data.

€ Error X

Tha recovery quislion answed did nol matkch cur neconds.

Figure 57: Security Question — Invalid Data

7. After successfully submitting your information, you will receive confirmation that your account
has been unlocked, as shown in Figure 58: Unlock My Account — Successful Confirmation.
Note

You will receive an email on your registered email address indicating that your account has
been unlocked.

CMS User Guides Page 46 of 107



Enterprise Portal User Guide

8. User Profile

Users can perform the following functions related to their user account from the My Profile page
once they are logged into CMS Enterprise Portal:

¢ View Profile - allows viewing user’s account information, such as first name, last name, date
of birth, email address and phone number.

¢ Change Profile - allows modifying the following information related to user account: email
address, phone number, home address, city, state, zip code, and foreign address (if
applicable).

¢ Change Business Contact Information - — allows modifying user’s business contact
information, such as company name, company address, and company phone number.

e Change Password - allows changing the current password associated with the user account.

¢ Change Security Question and Answer - allows changing the security question and answer
associated with the user account used for identity authentication.

e Manage MFA Devices - allows performing functions to manage MFA devices, including
viewing the list of all MFA devices that are registered to the user’s account, registering an
MFA device, activating a previously registered MFA device that is in the state of Pending,
editing and removing an MFA device.

¢ Login History - allows viewing the list of past successful and failed login attempts made by
the user.

¢ My Help Desk Contact Information - allows viewing the help desk contact information for
each application in which the user has a role.

8.1. Viewing Your Profile

The following are the instructions on how to use the ‘View Profile’ feature to view your profile
information.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.
The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
— My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
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CMS.gov |F\'1‘~' Enterprise Portal @ JamesSmith ¥ @Help @ LogOut
[My Access
My Portal ® Ay profile
Previous Login: View Login History

@Welcome to CMS Enterprise Portal.

Welcome James Smith to CMS Enterprise Portal.
You've selected DEX (Data Exchange) System application during your registration. You can request access to this application by clicking here.
You may request access to other applications by selecting "Add Application” button.

I Leam how to add Multi-Factor Authentication (MFA) devices via My Profilein the Manage MFA Devices section.

Figure 59: My Portal Page — My Profile Drop-down

The View Profile page displays, as shown in Figure 60: View Profile.

CMS.gov |M‘:’ Enterprise Portal | &  @lamesSmith @Help & LogOut
My Profile
View Profile
- View Profile First Name: James

Middle Name:
P Change Profile

LastName: Smith

Change Business Contact Information

Date of Birth: 11/18/1980

[} Change Password Email Address: james_smith@xyz com
‘ Change Security Question and Answer G AL e
Home Address Line 1: 1234 Main Street
(2] Manage MFA Devices

Home Address Line 2:  Suite 100
L) Login History

City: Columbia

@) MyHelp Desk Contact Information State: MD
ZIP Code: 21044

ZIP+4 Code:

Top

Figure 60: View Profile

8.2. Changing Your Profile

The following are the instructions on how to use the ‘Change Profile’ feature to update your
profile information.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.
The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
— My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The View Profile page displays, as shown in Figure 60: View Profile.

4. Select Change Profile in the left pane, as shown in Figure 61: Selecting Change Profile.

CMS User Guides Page 48 of 107



Enterprise Portal User Guide

CMS.QOV |M\,ﬂ Enterprise Portal

My Profile

View Profile

| Change profile

Change Business Contact Information
[ V]
@ Change Password

‘ Change Security Question and Answer
o Manage MFA Devices

L) LoginHistory

? My Help Desk Contact Information

= My Apps

View Profile

First Name: James

Middle Name:

Last Name: Smith

Date of Birth: 11/18/1980

Email Address: james_smith@xyz.com

Phone Number: 410-551-1234

Home Address Line 1: 1234 Main Street

Home Address Line 2: Suite 100

City: Columbia

State: MD

ZIP Code: 21044

ZIP+4 Code:

® James Smith ¥ @ Help

@ Log Out

Top

Figure 61: Selecting Change Profile

The Change Profile page displays, as shown in Figure 62: Change Profile.

CMS.gov

My Enterprise Portal

My Profile

View Profile

L]

@ Change Profile
Change Business Centact Information
as
- Change Password
‘ Change Security Question and Answer

0 Manage MFA Devices

L) Login History

? My Help Desk Contact Information

= My Apps

Change Profile

Please make your edits to the profile options below.

james_smith@xyz.com

Email Address

Confirm Email Address james_smith@xyz.com
Phone Number 410-551-1234

Is Your Home Address © Yes

U.S. Based?

Home Address Line 1

Home Address Line 2 Suite 100
(optional)

City Columbia
State Maryland
ZIP Code elliens

ZIP+4 Code (optional)

“ s

@ James Smith ¥ @ Help

1234 Main Street

® Log Out

Top

Figure 62: Change Profile
5. You can use Change Profile to modify items, such as email address, phone number, and home
address. Update the profile information, as needed, and click Submit. If you click Cancel, you

will be redirected to the View Profile page and your changes will not be saved.

Note
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User account is considered a duplicate if the first name plus last name plus email address
combination already exists in the system.

6. Note

Changing your email address using Change Profile will remove any email MFA that you
currently have. After changing your email address, you can register a new email MFA for the
new email address from '‘Manage MFA Devices'.

7. After submitting the updated information, you will receive confirmation that the changes to
your profile were submitted successfully, as shown in Figure 63: Change Profile — Successful
Confirmation.

Note

You will receive an email notification indicating that you successfully changed your profile. If
the email address was changed, an email notification will be sent to both old and new
addresses.

8.3. Changing Your Business Contact Information

The following are the instructions on how to use the ‘Change Business Contact Information’
feature to change your business contact details.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.
The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
- My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The View Profile page displays, as shown in Figure 60: View Profile.

4. Select Change Business Contact Information in the left pane, as shown in Figure 64: Change
Business Contact Information.
The Change Business Contact Information page displays, as shown in Figure 64: Change
Business Contact Information.
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CMS.gov |Mv Enterprise Portal iE My Apps &  @JamesSmith ¥ @Help @ LogOut
My Profile
Change Business Contact Information
Please make your edits to the information below.
an ree Social Security Number (SSK) eomeren R

Company Name Cupcake LLC

Address Line 1 1234 Maryland Ave

g Chonee Pessuerd
Address Line 2 (optional)
‘ Change Security Question and Answer
ity Ellicott City
n Manage MFA Devices

State Maryland ~

L) Login History

ZIP Code 21045
? My Help Desk Contact Information

ZIP+4 Code (optional)

Company Phone Number 410-555-4321

Extension (optional)
410-551-4225

Office Phone Number

Extension (optional)

“ £
~
Top

Figure 64: Change Business Contact Information

5. You can use Change Business Contact Information to modify items, such as company name,
company address, and company phone number. Update the business contact information
(BCI), as needed, and click Submit. If you click Cancel, you will be redirected to the View Profile
page and your changes will not be saved.
Note

If the Social Security Number (SSN) has been previously entered, then it will be displayed as
read-only (non-editable) on the Change Business Contact Information page. If the SSN has not
been previously entered, you must enter it in the Change Business Contact Information page in
order to save BCI. BCl is sometimes collected during an application role request process
depending on the application and role that is being requested. During the role request process,
if the SSN has not been previously entered, you will be required to enter it during the ‘Enter BCI’
step in order to continue with role request. If the SSN has been previously entered, then the
SSN will be read-only during the ‘Enter BCI’ step of the role request process. See section 9.3 -
Requesting a Role for more information. The SSN can be entered/edited by a Help Desk user
as long as the user is not at LOA 3.

6. After submitting the updated information, you will receive confirmation that the changes to
your profile were submitted successfully, as shown in Figure 65: Change Business Contact
Information — Successful Confirmation.

Note

You will receive an email notification indicating that you successfully changed your BCI.

8.4. Changing Your Password

The following are the instructions on how to use the ‘Change Password’ feature to change your
password.
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1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.

The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
— My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.

The View Profile page displays, as shown in Figure 60: View Profile.

4. Select Change Password in the left pane, as shown in Figure 66: Change Password. The
Change Password page displays, as shown in Figure 66: Change Password.

CMS.gov |Mv Enterprise Portal I A&  @Jamessmith ¥ @Help @ LogOut
My Profile
Change Password
All fields are required.
- View Profile

Enter Current Password
2| Change Profile
Enter New Password

Change Business Contact Information

- Change Password
Tpe: ms: Cancel
‘ Change Security Question and Answer

) manage MFA Devices

Confirm New Password

L) Login History

? My Help Desk Contact Information

Figure 66: Change Password
5. Enter your old password in the Enter Current Password field.

6. Enter a new password in the Enter New Password field and again in the Confirm New
Password field. Then, click Submit. If you click Cancel, you will be redirected to the View
Profile page and your changes will not be saved.

A tool tip is enabled that provides the password requirements, as shown in Figure 67: Change
Password - Tool Tip.

CMS.gov|Mv Enterprise Portal 1= My Apps A ®JamesSmith ¥ @Help & LogOut

My Profile

Change Password

*'" fields are required.
Password Requirements

Vi, ard must be changed every 60 days Enter Current Password

# Clocaseletter 1 and 1 spe

ower
N Enter New Password
= The fol ing special characters may not be used ‘
ame, Last
n e

Parts of User ID, First

Confirm New Password

h
[t 4
asswords
Cancel
‘ Change Security Question and Answer

o Manage MFA Devices
L) Login History

? My Help Desk Contact Information

Figure 67: Change Password — Tool Tip
7. After submitting the updated password information, you will receive confirmation that the
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changes to your profile were submitted successfully, as shown in Figure 68: Change Password

— Successful Confirmation.
Note

You will receive an email notification indicating that you successfully changed your password.

8.5. Changing Your Security Question

The following are the instructions on how to use the ‘Change Security Question’ feature to
change your security question and answer.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.
The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page

— My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The My Profile page displays, as shown in Figure 60: View Profile.

4. Select Change Security Question in the left pane, as shown in Figure 69: Change Security
Question and Answer — Update Information.
The Change Security Question and Answer page displays, as shown in Figure 69: Change
Security Question and Answer — Update Information.

'\ @ JamesSmith ¥ @ Help @ Log Out

CMS.gov |My Enterprise Portal

My Profile

? My Help Desk Contact Information

Change Security Question and Answer

All fields are required.

Select Security Question

Enter Security Answer

Figure 69: Change Security Question and Answer — Update Information

5. Select a question and then provide an answer of your choosing. Click Submit. If you click
Cancel, you will be redirected to the View Profile page and your changes will not be saved.

6. After submitting the updated information, you will receive confirmation that the changes to
your profile were submitted successfully, as shown in Figure 70: Change Security Question -

Successful Confirmation.
Note

You will receive an email notification indicating that you successfully changed your profile.

8.6. Managing Multi-Factor Authentication (MFA)
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MFA is a security mechanism that is implemented to provide an extra layer of security such as a
security code, when logging into CMS Enterprise Portal with a user ID and password.

Registered CMS Enterprise Portal users who wish to access a CMS MFA-protected application
are directed through the MFA process at login.

During the MFA registration process (when an MFA device is added), the CMS Enterprise Portal
system allows the user to register a phone or email to add an additional level of security to a
user’s account. The user is given flve MFA Device options from which to select, to complete the
registration process:

¢ Email: Users can select the Email option to receive an email containing the security code
required at login. The email address on the user’s profile is used.

* Short Message Service (SMS): Users can use the SMS option (sometimes called text
message) to have their security code texted to their phone. The user must enter a valid phone
number during SMS registration. The phone must be capable of receiving text messages.
Carrier charges may apply.

* Interactive Voice Response (IVR): Users can select the IVR option to receive a phone call
containing their security code (voiced by a computer). The user must provide a valid phone
number and (optional) phone extension during IVR registration.

¢ Google Authenticator: Users can select the Google Authenticator option to read a passcode
on their smart phone. Supported phones include iPhone, Android Phone, and Blackberry.

e Okta Verify: Users can select the Okta Verify option to receive push notifications on their
mobile device. Supported phones include iPhone, Android Phone, and Windows Phone.
Note

Some users may see a sixth MFA device option for YubiKey. The Yubikey option allows users
of certain applications to use a hardware device that attaches to the computer via a USB port,
if their account this setup to use this device. Users should contact their application Help Desk
to see if their application is eligible to use YubiKey and to get assistance with setting up their
account to use the YubiKey device.

After registering an MFA device at login, you can then register additional devices or manage your
currently registered devices, i.e. view, edit, or remove an MFA device from the Manage MFA
Devices page under My Profile.

To register a device for MFA, please follow each step listed below unless otherwise noted.
1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.
The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
— My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The My Profile page displays, as shown in Figure 60: View Profile.

4. Select Manage MFA Devices in the left pane, as shown in Figure 71: Manage MFA Devices.
A list of registered MFA devices is displayed.
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@ Log Out

CMS.gov IMV Enterprise Portal = My Apps a ® JamesSmith ¥ @ Help

My Profile
Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions

View Profile » ——
ez Text Message (SMS) 3 T
2 443-679-7512 Active : m
Edit Remove

¥ Change Profile

Register a device r———
Change Business Contact Information

i chanee Password

‘ Change Security Question and Answer

0 Manage MFA Devices

L) Login History

? My Help Desk Contact Information

Figure 71: Manage MFA Devices
5. Click on Register a device button, as shown in Figure 71: Manage MFA Devices.

The registration section of the page displays, as shown in Figure 72: Manage MFA Devices —

Registering an MFA Device.

CMS.gov |My Enterprise Portal i= My Apps 'y @ JamesSmith ¥ @ Help

My Profile
Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions

i ) e ——
. UL LA 443-679-7512 Active |_£ I
Edit Remove

Register Multi-Factor Authentication (MFA) Device

View Profile
¥ Change Profile
Change Business Contact Information

g Chones Passuord
Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure

by providing an extralayer of protection to your User ID and Password.
Change Security Question and Answ . .
‘ e Securiy Quesior and Answer Select the MEA device type that you want to use to login
0 Manage MFA Devices Select MFA Device 5

L) Login History

? My Help Desk Contact Information

® Log Out

Figure 72: Manage MFA Devices — Registering an MFA Device

6. Expand the Select MFA Device drop-down list, as shown in Figure 73: Manage MFA Devices -

Select MFA Device.
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Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions

Text Message (SMS) - 4
.I 443-679-7512 Active _ ' 1
e Edit Remove

Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Select MFA Device v

Select MFA Device
Interactive Voice Response (IVR)
Email
Google Authenticator
| Okta Verify

Figure 73: Manage MFA Devices — Select MFA Device

7. Select your MFA Device.
Specific directions are displayed depending on your selection. See the MFA device options in
the subsections 8.6.7 through 8.6.5.

8.6.1. Register Text Message (SMS) MFA Device

1. If you select Text Message (SMS) as the MFA device type, read the information under the Text
Message (SMS) drop-down, as shown in Figure 74: Register Text Message (SMS).

2. Enter the Phone Number that will be used to obtain the security code in the Enter Phone
Number field. Then, click Send MFA Code. If you click Cancel, you will exit out of the
registration process.
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Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions

e C[Mail .
ol james_smith@xyz.com  Active

Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Text Message (SMS) v

@ Text Message (SMS)

The SMS option will send your MFA Code directly to your mobile device via a text message. This option requires you to
provide a ten (10) digits U.S. phone number for a mobile device that is capable of receiving text messages. Carrier
service charges may apply for this option.

Enter Phone Number _

Send MFA Code Cancel

Figure 74: Register Text Message (SMS)
3. After submitting the information, you will receive confirmation that the MFA code has been

sent to your MFA device, as shown in Figure 75: Register Text Message (SMS) - Successful
Submission.
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Manage Multi-Factor Authentication (MFA) Devices

Identifier Status Actions

i
james_smith@xyz.com Active 1]

Remove

Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Text Message (SMS) v

';I Text Message (SMS)

The SMS option will send your MFA Code directly to your mobile device via a text message. This option requires you to
provide a ten (10) digits U.S. phone number for a mobile device that is capable of receiving text messages. Carrier
service charges may apply for this option.

@ The MFA code has been sent to your MFA device. If you are having trouble, we can resend the MFA code
in 30 seconds.

Enter Code Received

Add Device Cancel

Figure 75: Register Text Message (SMS) — Successful Submission

4. Enter the security code you received on your phone into the Enter Code Received field and then
click Add Device.
You will receive a confirmation that the changes to your profile were submitted successfully,
as shown in Figure 76: Register MFA Device — Success Message.

@ Confirmation x

Changes 1o your profie have been successiully submitied

Figure 76: Register MFA Device — Success Message

The Text Message (SMS) device is added to the list of available devices with “Active” status
and two actions: Edit and Remove, as shown in Figure 77: Manage/View Available Devices -
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SMS MFA Device Added in Active Status.

Your registration of the MFA device is now complete, and you will receive an email notification

indicating that you successfully registered the MFA device.

CMS.gov |M":; Enterprise Portal

My Profile

Manage Multi-Factor Authentication (MFA) Devices

Identifier Status

View Profile

W Change Profile james_smith@xyz.com | Active

ad Change Business Contact Information 443.679.7512

Device Typ
| Email
N
o]
@-SMSJ

@ James Smith ¥ @ Help @ Log Out

A

- Change Passward

‘ Change Security Question and Answer
p 0 Manage MFA Devices
L) Login History

? My Help Desk Contact Information

Figure 77: Manage/View Available Devices — SMS MFA Device
Note

If you click Cancel instead of entering the security code after it

device will display with a “Pending” status on the Manage/View MFA Devices page and an
additional action: Activate, as shown in Figure 78: Manage/View Available Devices — SMS MFA
Device Added in Pending Status. See section 8.6.8 - Activating MFA Device for how to activate a

device in “Pending” status.

Added in Active Status

has been sent, then the SMS

Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status
& Email
z james_smith@xyz.com Active
B Text Message (SMS) ,
443-274-8101 Pending

Activate

Actions

__
1}
Remove

Figure 78: Manage/View Available Devices — SMS MFA Device Added in Pending Status

8.6.2. Register Email MFA Device

1. If you select Email as the MFA device type, read the information under the Email drop-down, as

shown in Figure 79: Register Email.

2. Click Send MFA Code. If you click Cancel, you will exit out of the registration process.
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Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions
Text Message (SMS)
U ’ 443-679-7512 Active F 4 1
Edit Remove

Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Email v

s [Email

The email option will communicate your MFA Code through an email message that will be sent to the email
address currently associated with your account.

Sending To: james_smith@xyz.com

Send MFA Code

Cancel

Figure 79: Register Text Message (SMS)

3. Enter the security code received via email in the Enter Code Received field, as shown in Figure
80: Register Email — Entering Security Code. Then, click Add Device. If you click Cancel, you will
exit out of the registration process.
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Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status

Text Message (SMS) .
443-679-7512 Active

L

Register Multi-Factor Authentication (MFA) Device

by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Email

[ Email
z mai

address currently associated with your account.

Sending To: james_smith@xyz.com

Enter Code Received

Add Device Cancel

G

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure

The email option will communicate your MFA Code through an email message that will be sent to the email

Re-send MFA Code

Actions

Remove

Figure 80: Register Email — Entering Security Code

shown in Figure 81: Register MFA Device — Success Message.

You will receive a confirmation that the changes to your profile were submitted successfully, as

@ Confirmation

Changes to your profile have been successfully submitted.

Figure 81: Register MFA Device — Success Message

Added in Active Status.

indicating that you successfully registered the MFA device.

The Email device is added to the list of available devices with “Active” status and two actions:
Edit and Remove, as shown in Figure 82: Manage/View Available Devices — Email MFA Device

Your registration of the MFA device is now complete, and you will receive an email notification
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Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions

james_smith@xyz.com Active | '
Edit

B
B Text Message (SMS)
, 443-679-T512 Active ]]
_® Remove
Register a device

Figure 82: Manage/View Available Devices — Email MFA Device Added in Active Status
Note

If you click Cancel instead of entering the security code after it has been sent, then the Email
device will display with a “Pending” status on the Manage/View MFA Devices page and an
additional action: Activate. See section 8.6.8 — Activating MFA Device for how to activate a device
in “Pending” status.

8.6.3. Register Interactive Voice Response (IVR) MFA Device

1. If you select Interactive Voice Response (IVR) as the MFA device type, read the information
under the Interactive Voice Response (IVR) drop-down, as shown in Figure 83: Register
Interactive Voice Response (IVR).

2. Enter the Phone Number and corresponding extension (optional) that will be used to obtain
the security code in the Enter Phone Number field. Then, click Send MFA Code.
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Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions
a» Email
james_smith@xyz.com | Active P 4 I
Edit Remove
B
Text Message (SMS)
u 443-679-7512 Active P 4 ]|
Edit Remove

Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login
Interactive Voice Response (IVR) v

Interactive Voice Response (IVR)

The IVR option will communicate your MFA Code through a voice message that Will be sent directly to your
phone. This option requires you to provide a valid ten (10) digits U.S. phone number and (optional) extension that will
be used during login to obtain the MFA Code.

Enter Phone Number Enter Extension (optional)

Send MFA Code Cancel

Figure 83: Register Interactive Voice Response (IVR)

3. After submitting the information, you will receive confirmation that the MFA code has been
sent to your MFA device, as shown in Figure 84: Register Interactive Voice Response (IVR) —
Successful Submission.

CMS User Guides Page 63 of 107



Enterprise Portal User Guide

Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions
Email
james_smith@xyz.com Active
Text Message (SMS) :
443-679-7512 Active

Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User 1D and Password.

Select the MFA device type that you want to use to login

Interactive Voice Response (IVR) v

@The MFA code has been sent to your MFA device. If you are having trouble, we can resend the MFA code

in 30 seconds.

Re-Send MFA Code

Enter Code Received

Add Device Cancel

Figure 84: Register Interactive Voice Response (IVR) — Successful Submission

4. Enter the security code you received from the phone call into the Enter Code Received field
and then click Add Device.
You will receive a confirmation that the changes to your profile were submitted successfully,
as shown in Figure 85: Register Interactive Voice Response (IVR) — Success Message.

@ Confirmation

Changes 1o your profie have been successiully submitied

Figure 85: Register Interactive Voice Response (IVR) — Success Message

The Interactive Voice Response (IVR) device is added to the list of available devices with
“Active” status and two actions: Edit and Remove, as shown in Figure 86: Manage/View
Available Devices — IVR MFA Device Added in Active Status.

Your registration of the MFA device is now complete, and you will receive an email notification
indicating that you successfully registered the MFA device.
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Manage Multi-Factor Authentication (MFA) Devices

Device Type Identifier Status Actions
————

~ Interactive Voice Response
! 443-688-6048

@ Email ) :
i james_smith@xyz.com

— -
Text Message (SMS y
! gel ) 443-679-7512 Active ' “'
Edit Remove
Register a device

Figure 86: Manage/View Available Devices — IVR MFA Device Added in Active Status
Note

If you click Cancel instead of entering the security code, then the IVR device will display with a
“Pending” status on the Manage/View MFA Devices page and an additional action: Activate.
See section 8.6.8 - Activating MFA Device for how to activate a device in “Pending” status.

8.6.4. Register Google Authenticator MFA Device

1. If you select Google Authenticator as the MFA device type, read the information under the
Google Authenticator drop-down, as shown in Figure 87: Register Google Authenticator — Start
Setup. If Google Authenticator is not installed on your phone, then use your phone's application
store to find and install the app. Then, click Next.
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Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Google Authenticator v

Google Authenticator

Google Authenticator is an application for your smart phone that generates passcodes. You will be asked for a
passcade whenever you need to verify your identity. Supported phones include iPhone, Android Phone, and
Blackberry.

Instructions to Setup Google Authenticator:

Install Setup Get Code Scan Verify

1. Install

Launch your phone's application store, search for Google Authenticator and install it. If you have a CMS issued
iPhone, then please download your app through the CMS App Store.

A .

Figure 87: Register Google Authenticator — Start Setup
2. In the step 2. Setup screen, click Next.

©0

3. In the step 3. Get Code screen, click the Register Device button.
A barcode appears in the step 4. Scan screen, as shown in Figure 88: Register Google
Authenticator — Barcode Generated.
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Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Google Authenticator v

Google Authenticator

Google Authenticator is an application for your smart phone that generates passcodes. You will be asked for a
passcode whenever you need to verify your identity. Supported phones include iPhone, Android Phone, and
Blackberry.

Instructions to Setup Google Authenticator:

Install Setup Get Code Scan Verify

Scan the barcode with your phone using the Google Authenticator app.

Trouble scanning code?

Figure 88: Register Google Authenticator — Barcode Generated

4. Using a smart phone, open the Google Authenticator app to scan the barcode.

5. In the step 4. Scan screen, click Next.

6. Read the security code from your Google Authenticator app and enter it in the Enter Code
Received field on the step 5. Verify screen, as shown in Figure 89: Register Google
Authenticator — Entering Security Code. Then, click Add Device.
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Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, alse known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Google Authenticator v

Google Authenticator

Google Authenticator is an application for your smart phone that generates passcodes. You will be asked for a
passcode whenever you need to verify your identity. Supported phones include iPhone, Android Phone, and
Blackberry.

Instructions to Setup Google Authenticator:

Install Setup Get Code Scan Verify

Enter the code shown in the Google Authenticator app and select the “Add Device” button below.

Enter Code Received

Back ‘ Add Device Cancel

Figure 89: Register Google Authenticator — Entering Security Code

You will receive a confirmation that the changes to your profile were submitted successfully,

as shown in Figure 90: Register MFA Device — Success Message.

@ Confirmation x

Figure 90: Register MFA Device — Success Message

The Google Authenticator device is added to the list of available devices with “Active” status

and one action: Remove, as shown in Figure 91: Manage/View Available Devices -
Authenticator MFA Added in Active Status.

Google

Your registration of the MFA device is now complete, and you will receive an email notification

indicating that you successfully registered the MFA device.
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Device Type Identifier

Interactive Voice Response
443-688-6048
(IVR)

james_smith@xyz.com

Text Message (SMS)
443-679-7512

Manage Multi-Factor Authentication (MFA) Devices

Status

Actions

=
Active l | I
Remove
e .
Active ' | I
Remove
= ==
Active l | l
Remove

Google Authenticator -
JSmith33

Active

>

Remove

Figure 91: Manage/View Available Devices — Google Authenticator MFA Added in Active

Status

8.6.5. Register Okta Verify MFA Device
1. If you select Okta Verify as the MFA device type, read the information under the Okta Verify
drop-down, as shown in Figure 92: Register Okta Verify — Start Setup. If Okta Verify is not

installed on your phone, then use your phone's application store to find and install the app.

Then, click Next.
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Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, alse known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Okta Verify v

&

Okta Verify

The Okta Verify option produces push notifications which enable you to verify their identity with a single tap on their

mobile device, without the need to type a code. Supported phones include iPhone, Android Phone, and Windows
Phone.

Instructions to Setup Okta Verify:

Install Setup Get Code Scan

1. Install

Launch your phone's application store, search for Okta Verify and install it. If you have a CMS issued iPhone, then
please download your app through the CMS App Store.

(M
A g 0

Figure 92: Register Okta Verify — Start Setup
2. In the step 2. Setup screen, click Next.

©0

3. In the step 3. Get Code screen, click the Register Device button to generate a barcode. A
barcode appears in the step 4. Scan screen, as shown in Figure 93: Register Okta Verify —
Barcode Generated.
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Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Okta Verify v

O

Okta Verify

The Okta Verify option produces push notifications which enable you to verify their identity with a single tap on their
mobile device, without the need to type a code. Supported phones include iPhone, Android Phone, and Windows
Phone.

Instructions to Setup Okta Verify:

Install Setup Get Code Scan

Scan the barcode with your phone using the Okta Verify app.

Trouble scanning code?

Back Cancel

Figure 93: Register Okta Verify — Barcode Generated

4. Using a smart phone, open the Okta Verify app and scan the barcode. You will receive a
confirmation that the changes to your profile were submitted successfully, as shown in Figure
94: Register MFA Device — Success Message.

@ Confirmation x

Figure 94: Register MFA Device — Success Message
Alternative Registration Using Activation Link

4. If you are having trouble scanning the barcode, click the Trouble scanning code link under the
barcode, as shown in Figure 93: Register Okta Verify — Barcode Generated.
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5. Enter the Phone Number of the mobile device in the Enter Phone Number field that will be
used to obtain the activation link, as shown in Figure 95: Register Okta Verify — Using Activation
Link. Then, click Next.

Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

Okta Verify v

O

Okta Verify

The Okta Verify option produces push netifications which enable you to verify their identity with a single tap on their
mobile device, without the need to type a code. Supported phones include iPhene, Android Phone, and Windows
Phone.

Instructions to Setup Okta Verify:

Install Setup Get Code Scan

Scan the barcode with your phone using the Okta Verify app.

oo Show QR Code
(= ] 4]

@ Help Message

You can send activation link via SMS. This option requires you to provide a ten (10) digits U.S.
phone number for a mobile device that is capable of receiving text messages. Carrier service
charges may apply for this option.

Enter SMS Number

Figure 95: Register Okta Verify — Using Activation Link
You will see a confirmation message that an activation link has been sent to your mobile device.

6. On your mobile device, click the activation link to finish the enrollment process for Okta Verify

registration.
You will receive a confirmation that the changes to your profile were submitted successfully, as
shown in Figure 94: Register MFA Device — Success Message.
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in Active Status.

The Okta Verify device is added to the list of available devices with “Active” status and one
action: Remove, as shown in Figure 96: Manage/View Available Devices — Okta Verify MFA Added

Your registration of the MFA device is now complete, and you will receive an email notification
indicating that you successfully registered the MFA device.

Device Type Identifier

@ Interactive Voice Response

(IVR) 443-688-6048

fvll‘[' Efak james_smith@xyz.com

e

Text Message (SMS)
443-679-7512

Google Authenticator
JSmith33

Manage Multi-Factor Authentication (MFA) Devices

Status

Active

Active

Active

Active

Actions

il
V 4 I
Edit Remove
== ==
1]
Remove
4 i
Edit Remove
==

Remove

| Okta Verify
JSmith33

Active

Note

Figure 96: Manage/View Available Devices — Okta Verify MFA Added in Active Status

8.6.6. Register YubiKey MFA Device

This MFA device is only available to users of certain applications.

1. If you select YubiKey as the MFA device type, read the information under the YubiKey drop-
down, as shown in Figure 97: Register YubiKey.
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Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

YubiKey v

® YubiKey
YubiKey is a multi-factor authentication device that delivers a unique password every time it's activated.

Insert your YubiKey into a USB port, ensure cursor is in code field, tap it to generate a verification code, and then

select Add Device button.

I'Code

Cancel

Figure 97: Register YubiKey

2. Insert your YubiKey device into a USB port, place the cursor in the Code field, and then tap it to
generate a security code.
The Code field is populated with a security code, as shown in Figure 98: Register YubiKey —
Code Field Populated with Security Code.

Register Multi-Factor Authentication (MFA) Device

Adding a MFA Code to your login, also known as Multi-Factor Authentication (MFA), can make your login more secure
by providing an extra layer of protection to your User ID and Password.

Select the MFA device type that you want to use to login

YubiKey v

® YubiKey
YubiKey is a multi-factor authentication device that delivers a unique password every time it's activated.

Insert your YubiKey into a USB port, ensure cursor is in code field, tap it to generate a verification code, and then
select Add Device button.

"Code

Cancel

Figure 98: Register YubiKey — Code Field Populated with Security Code
3. Click Add Device.
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You will receive a confirmation that the changes to your profile were submitted successfully,

as shown in Figure 99: Register MFA Device — Success Message.

@ Confirmation

Changes 1o your profie have been suctesslully submille

Figure 99: Register MFA Device — Success Message

The YubiKey device is added to the list of available devices with “Active” status and one action:
Remove, as shown in Figure 100: Manage/View Available Devices — YubiKey MFA Added in

Active Status.

Your registration of the MFA device is now complete, and you will receive an email notification

indicating that you successfully registered the MFA device.

Device Type

@ » Email

Text Message (SMS)

.

G Google Authenticator
) Okta Verify

0

Manage Multi-Factor Authentication (MFA) Devices

Identifier Status

@ Interactive Voice Response 1
Y - 443-688-6048 Active 1]
¥ UVR)
il
james_smith@xyz.com Active ’ "l
Edit Remove
e
443-679-7512 Active ]|
Remove
s
JSmith33 Active 1]
Remove
e
JSmith33 Active 1]
Remove

YubiKey

000011482143 Active

Actions

e ————————

Figure 100: Manage/View Available Devices — YubiKey MFA Added in Active Status

8.6.7. Editing MFA Device

Note

Google Authenticator, YubiKey, and Okta Verify cannot be edited. They can only be registered or

removed.

To edit a device for MFA, please follow each step listed below unless otherwise noted.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.
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The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
- My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The My Profile page displays, as shown in Figure 60: View Profile.

4. Select Manage MFA Devices in the left pane, as shown in Figure 71: Manage MFA Devices.
A list of registered MFA devices is displayed, as shown in Figure 101: Registered MFA Devices.

CMS.gov |;‘«.»1-,- Enterprise Portal ; A O |y s
My Profile
Manage Multi-Factor Authentication (MFA) Devices
; View Profile Device Type Identifier Status Actions

Email 2
. Change Profile e james_smith@xyz.com  Active ‘
Edit

—

.’. Change Business Contact Information . Text Message (SMS) s Aciire

a Change Passward
Register a device

. Change Security Question and Answer

6’ Manage MFA Devices
!.l, ) Login History

o My Help Desk Contact Information

Figure 101: Registered MFA Devices
5. Click on the Edit button next to the registered device type you want to edit.

If Email is the device type :

6. You will be redirected to the View Profile — Change Profile page where you may change the
email address. See Changing Your Profile above.

If SMS or IVR is the device type :

6. Enter a new phone number of the device selected in the text field, as shown in Figure 102: Edit
MFA - Entering New Device. For IVR, you can add an optional extension.

,‘ Edit MFA - Text Message (SMS)

Your current SMS number is: 443-679-7512

Please provide a U.S. based phone number.

| 443-274-810]]

Send MFA Code Cancel

Figure 102: Edit MFA — Entering New Device
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7. Click Send MFA Code.
You will receive confirmation that the MFA code has been sent to your MFA device, as shown in
Figure 103: Edit MFA — Entering Security Code.

." Edit MFA - Text Message (SMS) 3 Close

Your current SMS number is: 443-679-7512
Please provide a U.S. based phone number.

@The MFA code has been sent to your MFA device. If you are having
trouble, we can resend the MFA code in 30 seconds.

Enter Code Received

Cancel

Figure 103: Edit MFA — Entering Security Code

8. Enter the security code you received in the Enter Code Received field. Then, click Edit Device.
You will receive a confirmation that the changes to your profile were submitted successfully, as
shown in Figure 104: Edit MFA — Success Message.

@ Confirmation

Changes to your profile have been successfully submitted.

Figure 104: Edit MFA — Success Message

CMS.gov |“""‘1"“' Enter orta : 8 ®JamesSmith v @Help @ LogOut
My Profile
Manage Multi-Factor Authentication (MFA) Devices
& View Profile Device Type Identifier Status Actions

3 Email ¥ 4
- Change Profile e james_smith@xyz.com  Active £

—
.’. Change Business Contact Information . Text Message (SMS) e o7asiol b F 4 n
Edit [
a Change Password
Register a device

. Change Security Question and Answer

(_()" Manage MFA Devices
@ Login History

0 My Help Desk Contact Information

Figure 105: Edit MFA — Edited Device
Note

You will receive an email notification indicating that you successfully registered the MFA device.

8.6.8. Activating MFA Device
Note

Only Email, SMS or IVR MFA device in “Pending” status can be activated. A “Pending” state
occurs when the user selects Cancel instead of entering the security code at the time of
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registering the SMS or IVR device.

To activate a device for MFA, please follow each step listed below unless otherwise noted.
1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.
The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
- My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The My Profile page displays, as shown in Figure 60: View Profile.

4. Select Manage MFA Devices in the left pane, as shown in Figure 71: Manage MFA Devices.
A list of registered MFA devices is displayed, as shown in Figure 106: Registered MFA Devices.

CMS.gov |F"""1""' Enterprise Portal - A&  ®JamesSmith v @Help G LogOut
My Profile
Manage Multi-Factor Authentication (MFA) Devices
& View Profile Device Type Identifier Status
Email . ;
n Change Profile ™~ james_smith@xyz.com  Pending
.?. Change Business Contact Information . Text Message (SMS) S—

a Change Password

Google Authenticator
I5mithas
. Change Security Question and Answer
Okta Verify
@ Manage MFA Devices EmliEd

‘D Login History Register a device

0 My Help Desk Contact Information

Figure 106: Registered MFA Devices
5. Click on Activate next to the registered device type you want to activate, as shown in Figure

106: Registered MFA Devices.
The Activate modal dialog box displays, as shown in Figure 107: Activate MFA — Sending

Security Code.

« Activate MFA - Email

Sending code to: james_smith@xyz.com

Send MFA Code Cancel

Figure 107: Activate MFA — Sending Security Code
6. Click Send MFA Code.
You will receive confirmation that the MFA code has been sent to your MFA device, as shown
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in Figure 108: Activate MFA — Entering Security Code.

V Activate MFA - Email X Close

Sending code to: james_smith@xyz.com

@The MFA code has been sent to your MFA device. If you are having
trouble, we can resend the MFA code in 30 seconds.

Re-send MFA Code

Enter Code Received

caneet

Figure 108: Activate MFA — Entering Security Code
7. Enter the security code you received in the Enter Code Received field. Then, click Activate

Device.
You will receive a confirmation that the changes to your profile were submitted successfully,

as shown in Figure 109: Activate MFA — Success Message.

& Confirmation

Changes to your profile have been successfully submitted

Figure 109: Activate MFA — Success Message

The selected device is activated and the Activate button will be removed from the View MFA
Devices page, as shown in Figure 110: Activate MFA — Activate Button Removed.

= My Apps A & James Smith ¥ @ Help @ Log Out
My Profile
Manage Multi-Factor Authentication (MFA) Devices
@ yiey profile Device Type Identifier Status Actions
=
-
Email
E Change piohil james_smith@xyz.com  Active , m
Edit Remove
@ Text Message (SMS|
g Chense Business Contact Information ' ge (SMS) aean e
a Change Password
Google Authenticator
JSmith33s Active
. Change Security Question and Answer
| . Okta Verify

(lﬁ Jsmith33 Active
@ Manage MFA Devices .
ii,) Login Histary . "

Register a device

0 My Help Desk Contact Information

Figure 110: Activate MFA — Activate Button Removed
Note

You will receive an email notification indicating that you successfully registered the MFA
device.

8.6.9. Removing MFA Device

To remove an MFA device, please follow each step listed below unless otherwise noted.
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1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.
The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
- My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The My Profile page displays, as shown in Figure 60: View Profile.

4. Select Manage MFA Devices in the left pane, as shown in Figure 71: Manage MFA Devices.
A list of registered MFA devices is displayed.

5. Click on Remove next to the registered device type you want to remove.

6. Click on Confirm in the modal dialog box, as shown in Figure 111: Remove MFA Device
Confirmation.

———
[ll]] Remove MFA - Interactive Voice Response (IVR) % Close

Please confirm MFA-Interactive Voice Response (IVR) Removal.

Confirm Remove IVR Cancel

Figure 111: Remove MFA Device Confirmation

You will receive a confirmation that the changes to your profile were submitted successfully,
as shown in Figure 112: Remove MFA Device — Success Message.

@ Confirmation x

Changes 1o your profie have been successiully submitied

Figure 112: Remove MFA Device — Success Message
The selected device will be removed from the list of available devices.

Note
You will receive an email notification indicating that you successfully removed the MFA device.

8.7. Viewing Login History

The following are the instructions on how to use the ‘Login History” feature to review you past
successful and failed logins in order to identify suspicious activities with your account.

1. Navigate to the CMS Enterprise Portal public home page.
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2. Login using your user ID and password.
The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
— My Profile Drop-down.

3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The View Profile page displays, as shown in Figure 60: View Profile.

4. Select Login History in the left pane, as shown in Figure 113: Login History.

i = ! .
CMS.QO\/‘ |M‘r’ Enterprise Portal i= My Apps '3 & Daisy Wyoming ¥ @ Help & Log Out
My Profile
Login History
System returns a maximum of 200 results.
- Ve Profie S
Login Date % Status # Device Used %
#| changeprofile May 13,2022 02:57:06 PM ET Success Computer
May 13, 2022 02:56:14 PM ET Success Computer
@la Change Business Contact information May 12, 2022 03:01:57 PM ET Success Computer
May 12,2022 03:01:34 PM ET Failure Computer
) Chenee Password May 12,2022 11:20:18 AM ET Success Computer
May 12,2022 09:07:02 AM ET Success Computer
‘ Sy Security Quivtion wil Ariver May 11,2022 05:52:06 PM ET Success Computer
o May 11,2022 05:42:32 PM ET Success Computer
Manage MFA Devices
enage A May 11, 2022 04:58:33 PM ET Success Computer
— May 11, 2022 04:36:37 PM ET Success Computer
L) Login History
Showing 110 10 of 57 records. B)z23 45 0 -
s Known or suspected security or privacy incidents involving CMS information or information systems must be
? Y e p Dt Contact o ration reported immediately to the CMS IT Service Desk by calling 410-786-2580 or 1-800-562-1963, or via email to
CMS_IT_Service_Desk@cms.hhs gov. Additionally, please contact your ISSO as soon as possible and apprise them of
the situation. View CMS Information Security and Privacy Overview. ..

Figure 113: Login History

You can also get to the Login History page by selecting the View Login History link on the My
Portal Landing page, as shown in Figure 114: My Portal - Login History Link.

CMS.gov |M"r’ Enterprise Porta &  @®paisyWyoming ¥ @Help B LogOut

My Portal ® Add Application

Previous Login: View Login History

(] >
- @
Annual Role Certifications Approvals Help Desk / Manage Users BCRS
DEX ELMO ELMO - DEV1 ELMO - DEV2

Figure 114: My Portal — Login History Link

8.8. Viewing My Help Desk Contact Information

The following are the instructions on how to view the My Help Desk Contact Information.
1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

The CMS Enterprise Portal My Portal page is displayed, as shown in Figure 59: My Portal Page
— My Profile Drop-down.
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3. Select the down arrow icon that appears next to your name at the top of page. Then select My
Profile from the drop-down list to continue.
The View Profile page displays, as shown in Figure 60: View Profile.

4. Select My Help Desk Contact Information in the left pane, as shown in Figure 115: My Help
Desk Contact Information.

: — 1
CMS.gov |My Enterprise Portal = My Apps &  @JaneSmith v @Help @ LogOut
My Profile
My Help Desk Contact Information
- Ve Preile
Application Name Help DeskEmail  Help Desk Phon
2 Help Desk Name apbieskEmal S PeakFlone Help Desk URL
. E Address Number
P Change Profile
SampleTEST@test hitp://test bers.co
BCRS Web COB&R Help Desk 323-456-7689
org m
gl Chanse Business Contact Information COB MAPD Help Desk 443-087-6543
DEX (Dat SampleTEST@test httpi/dex helpdesk
(bata DEX Support Desk - Pe =@k 450 4567800 Alidex.nelpde
P Exchange) System com com
Showing 1 to 3 of 3 records. n 0 «

‘ Change Security Question and Answer
CMSIT Service Desk at: (410) 786-2580 or (800) 562-1963 or send email to: CMS_IT_SERVICE_DESK@cms.hhs.gov

View Full List of Tier 1 Help Desk Support Contact Information

o Manage MFA Devices /

L) Login History

? My Help Desk Contact Information

Figure 115: Login History

A paginated list of Help Desk contact information is displayed, as shown in Figure 115: My
Help Desk Contact Information, for each application in which you have a role. The information
displayed includes Application Name, Help Desk Name, Help Desk Email Address, Help Desk
Phone Number, and Help Desk URL.This list can be sorted in the ascending or descending
order of the Application Name. The Global Filter feature is also available and can be used to
further refine the list if multiple rows are displayed. Clicking on the View Full List of Tier 1 Help
Desk Support Contact Information link that appears in the message below the list allows you
to view the Tier 1 Help Desk support information for all CMS applications.
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9. Requesting Access to an Application

Applications hosted on the CMS Enterprise Portal may either be provisioned via the CMS
Enterprise Portal system or via EUA. To access an application provisioned via CMS Enterprise
Portal, users must request a role in that application from within the CMS Enterprise Portal
system. To access an application provisioned via EUA, users must request the appropriate job
codes from the EUA system. CMS Enterprise Portal users can only access or view the
applications to which they have been granted access through the respective approved role
request(s) or job code(s).

This section provides basic instructions on how to request access to an application and a Portal
role or EUA job code.

Each application is different and may require you to enter or select information not indicated in
the basic instructions provided in this section. The system prompts you to enter or select any
additional information needed, based on the application and role you are requesting. In addition,
the system will display help messages to assist you in completing your requests.

9.1. Add Application Button

Registered users can use the Add Application button or link to request access to a CMS
Enterprise Portal application and a role within that application.

The Add Application button is available on the My Portal page, as shown in Figure 116: Add
Application Button on My Portal Page.

CMS.gov |My Enterprise Portal @ JamesSmith ¥ @Help O LogOut

My Porca — I

@Welcome to CMS Enterprise Portal.
Welcome James Smith to CMS Enterprise Portal /
You've selected DEX (Data Exchange) System application during your registration. You can request access to this application by clicking here”

You may request access to other applications by selecting "Add Application” button.

W Lcarn how to add Multi-Factor Authentication (MFA) devices via My Profile in the Manage MFA Devices section.

Figure 116: Add Application Button on My Portal Page

For the first-time users upon initial login, the My Portal page displays a Welcome message with a
link to request access to the application that the user selected during registration, as shown in
Figure 116: Add Application Button on My Portal Page.

The Add Application link is also present on the My Access page, as shown in Figure 117: Add
Application Link on My Access Page.
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CMS.gov |"v1".’ Enterprise Porfal 1= My Apps A ®DaisyWyoming ¥ @Help @ LogOut

My Access

= My Roles © My Pending Requests ¥ My Annual Certifications U My Request History

The following is a list of your existing applications and associated roles. You can add roles to these applications below or request access to a different application by selecting "Add Application".

Q Global Filter

BCRS Web @ BCRS Admin @& Select Action ~
coB @ Approver & Select Action
DEX (Data Exchange) System @ DEX State Admin @ Select Action ~

Eligibility and Enrollment Medicare Online (ELMO) & CMS Only - ELMO Administrator Authorizer & Select Action ~

MA/MA-PD/PDP/CC & Authorizer & Select Action ~

Showing 1 to 5 of 5 records. 0 -

Figure 117: Add Application Link on My Access Page

Alternatively, the Request Application Access page can be accessed by clicking My Apps in the
top navigation bar and then selecting Add Application under the IDM menu, as shown in Figure
118: Accessing the Request Application Access Page via My Apps.

CMS.QOV ||\'-"“:" Enterprise Portal = My Apps I’y @ Daisy Wyoming ¥ @ Help @ Log Out

Add Application

Annual Role Certifications
Approvals

Help Desk / Manage Users

Figure 118: Accessing the Request Application Access Page via My Apps

Clicking the Add Application button or link takes you to the Request Application Access page, as
shown in Figure 119: Request Application Access Page.

CMS.gov |M'Y' Enterprise Porfal B & DaisyWyoming ¥ @ Help ® Log Out

Request Application Access

= The following is the step-by-step process for requesting a role in a CMS Enterprise Portal application. & summary of each step taken will be shawn after each step. You will be presented with all your role
related information to review at the last step. Please note that the number of steps and the questions asked will vary depending on the role that you are requesting and your current level of access.

You can review your current roles and pending role requests in My Access.

o Select an Application

Select an Application v

@ Select a Role

@ Enter Reason for Request

Cancel

Figure 119: Request Application Access Page

9.2. My Access Page

The My Access page enables you to perform the following actions:
e Request access to any CMS application
e View a list of your existing applications and associated roles

e Add arole to an application you have access to
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e Cancel a pending request

e Remove a role for an application you have access to

¢ View or modify role attributes

e View a list of pending role requests submitted for approval

e View a list of roles that require certification, have been certified or have been submitted for
certification

e View all the past requests made for access to an application/role

The My Access page is accessed by selecting the My Access option from the name drop-down
list in the top navigation bar, as shown in Figure 120: Accessing the My Access Page via Name

Drop-down.

CMS.gov |M‘r‘ Enterprise Portal @ DaisyWyoming ¥ @ Help @ LogOut

My Access

My Portal My Profile

Previous Login: View Login History

BB ! - @

Annual Role Certifications Approvals Help Desk/ Manage Users BCRS

Figure 120: Accessing the My Access Page via Name Drop-down
The My Access page contains four tabs:
¢ My Roles - This default tab displays information for each application for which you have

access including the existing roles you have been granted for the application, as shown in
Figure 121: My Roles Tab on My Access Page.

CMS.gov IM‘-; Enterprise Portal 1= My Apps &  ®DaisyWyoming™ @Help @ LogOut

My Access

i~ My Roles @ My Pending Requests ¥ My Annual Certifications ) My Request History

The following is a list of your existing applications and associated roles. You can add roles to these applications below or request access to a different application by selecting "Add Application".

Q Global Filter

e ——
— "
DEX (Data Exchange) System & DEX State Admin @
Eligibility and Enrollment Medicare Online (ELMO) & CMS Only - ELMO Administrator Authorizer @
MA/MA-PD/PDP/CC & Authorizer @

—_— S
Showing 1 to 5 of 5 records. 0 -

Figure 121: My Roles Tab on My Access Page

The Select Action drop-down, as shown in Figure 121: My Roles Tab on My Access Page,
appears for each application for which you have access. You can select from the following
options in the drop-down:
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e Add Role — Directs you to the Request Application Access page to request an additional
role for the application.

e Remove Role — Prompts you to confirm if you wish to remove the role from the
application.

¢ View/Modify Role Details — Directs you to the Role Details page that displays additional
role information with an option to modify this information, as shown in Figure 122: Role
Details.

CMS.gov|M‘:¢ Enterprise Portal i & ®DaisyWyoming¥ @Help  ® LogOut

Role Details

Application

DEX (Data Exchange) System
A system used to facilitate data sharing between and among State Medicaid Agencies (SMAs) and Medicare.

Role
DEX State Admin

State Admins can approve DEX state users in their state, search DEX and the SSA DMF, report terminations to CMS as well as upload and
download data files.

Role Assigned Date
Jun 02,2021

Role Details

State
I Maryland

Return

Figure 122: Role Details

My Pending Requests — This tab lists the pending requests for application/role for which you
have requested access. If you currently have pending requests, the page will display as
shown in Figure 123: My Pending Requests Tab on My Access Page.

CMS.gov |lv1‘.f Enterprise Portal & ®DaisyWyoming ¥ @Help [ LogOut

My Access

7= My Roles @ My Pending Requests & My Annual Certifications ) My Request History

The following is a list of pending requests submitted for approval.

Submission Date

Request ID & Application * Role Name Attributes $ Expiration Date & Action

DSH ID Number: 543425dhsa

DSH End User @ Provider ID: 543425 May 11,2022 May 12, 2022 @ Cancel
Hospital Name: CMS

1819256 EPPE @ EPPE User & EPPE Organization Name: CMS May 11,2022 May 12, 2022

Showing 1 to 2 of 2 records. n 10 -

I
1819254 D‘ASWODDrt\unate Share Hospital (DSH)

Figure 123: My Pending Requests Tab on My Access Page

My Annual Certifications — This tab lists all the roles that you currently have access to that
require certification, have been certified or have been submitted for certification, as shown in
Figure 124: My Annual Certifications Tab on My Access Page.
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CMS.gov |M'.v' Enter orfa 1= My Apps ® DaisyWyoming ¥ @Help @ LogOut

My Access

7= MyRoles O My Pending Requests ¥ My Annual Certifications U My Request History

If you no longer need a role listed below, you can remove it by using the 'Remove Role’ option on the My Roles page. Show Available Only
Q Global Filter
s % Last
¢ Application ¢ Role 4 Attributes % Certification
Status  Certified Date
Due Date
BCRS Web BCRS Admin Certified ~ Apr 27,2022 Apr 27,2023
COoB Approver Certified  Apr 27, 2022 Apr 27,2023
DEX (Data Exchange) System DEX State Admin State: Maryland Certified  Apr 27,2022 Apr 27,2023
Eligibility and Enrollment Medicare Online (ELMO) oM O,ﬂly AL B Certified N/A May 09, 2023
Authorizer
MA/MA-PD/PDP/CC Authorizer Certified N/A May 09, 2023
Showing 1 to 5 of 5 records. n 0 -

Figure 124: My Annual Certifications Tab on My Access Page

¢ My Request History — This tab lists all your requests for access to an application/role that
have been approved, rejected, expired, revoked, or canceled, as shown in Figure 125: My
Request History Tab on My Access Page.

CMS.gov |"‘-"|‘v‘ Enterprise Portal i My Apps & ®DaisyWyoming ¥ @Help  ® LogOut

My Access

¥~ My Roles © My Pending Requests & My Annual Certifications Y My Request History

The following is a list of your role requests that have been resolved. Pending role requests can be found here.

Q Global Filter

Request D % Application & Role Name & Attributes $ Subimisson oy Resolution &

Approved
878758 DEX (Data Exchange) System DEX State Admin State: Maryland Jun 2, 2021 Jun 2,2021 £ P
View Details
Approved
878762 BCRS Web BCRS Admin Jun 2, 2021 Jun 2, 2021 A
View Details
Al ed
878763 coB Approver Jun2,2021 Jun2,2021 e
View Details
1817195 MA/MA-PD/PDP/CC Authorizer May 9, 2022 May 9, 2022 AEDIotec
View Details
T Eligibility and Enrcliment Medicare CMS Only - ELMO Administrator PR P Approved
Online (ELMO) Authorizer oy oy View Details
2 5 . Approved
1817344 Disproportionate Share Hospital (DSH)  DSH End User May 9, 2022 May 9, 2022
View Details
Approved
1817345 Enterprise User Data Catalog Enterprise User Data Catalog User May 9, 2022 May 9, 2022 i
View Details
- : . Approved
1817346 Disproportionate Share Hospital (DSH)  DSH End User May 9, 2022 May 9, 2022
View Details
5 Approved
1817347 Enterprise User Data Catalog Enterprise User Data Catalog User May 9, 2022 May 9,2022 View Details
Federally Facilitated Marketplace
Approved
1817353 (FFM)/Request for MLMS Training Assister May 9, 2022 May 9, 2022 :
View Details
Access
Showing 1 to 10 of 20 records. ﬂ 2 b W 10+ A
Top

Figure 125: My Request History Tab on My Access Page

9.3. Requesting a Role

The following are the instructions on how to request a role in a CMS Enterprise Portal-
provisioned application when you currently do not have any role in that application.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your Portal user ID and password.
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3. Onthe My Portal page, as shown in Figure 116: Add Application Button on My Portal Page,
click the Add Application button.
The Request Application Access page displays, as shown in Figure 179: Request Application
Access Page.

4. Choose an application from the Select an Application drop-down list. For example, select
Eligibility and Enrollment Medicare Online (ELMO).
Information about the selected application is displayed as shown in Figure 126: Request
Application Access — Selecting an Application.
Note

You can click the Help Desk Information header to view how to contact the Help Desk for that
application.

CMS.gov |M'§-" Enterprise Portal = My Apps B8 @pasyWyomingv @Help @ LogOut

Request Application Access

CMS Enterprise Portal application. A summary of each step taken will be shov ach step. You will be presented with all your role

er of steps and the questions asked will vary depending on the role that yo

2= The following is the step-by-step process for requesting a role in a
review at the last step. Please note that

esting and your current level of access.

related infor

You can review your current roles and pending role requests in My Access.

@ select an Application

Application

Eligibility and Enroliment Medicare Online (ELMO) X W

© Application Description: ELMO provides a single point of access for Medicare Beneficiary Demographics, Entitlement/Eligibility, Health Status, Utilization, Low-Income Subsidy (LIS),
Direct Billing, Third Party, Enroliment, and Premium information. It lidates the capabilities of the legacy MBD and EDB User interfaces, including BERT, ERNIE, MEPS, DIRT, LBRS.
and MBD GUI.

> Help Desk Information

@ Select a Role

@ Enter Reason for Request
Top

Figure 126: Request Application Access — Selecting an Application

5. Click Next.
Step 1 of the Request Application Access is completed.

6. You may be asked to choose a Group, depending on the application selected. Next, choose a
role from the Select a Role drop-down list, as shown in Figure 127: Request Application
Access — Selecting a Role. For example, select ELMO State Basic.

CMS.gov |[My Enterprise Portal i My Apps &  ®DaisyWyoming ¥ @Help @ LogOut

Request Application Access

= Thefollowing s the step-by-step process for requesting a role in a CMS Enterprise Portal application. A summary of each step taken will be shown after each step. You will be presented with all your role
related information to review at the last step. Please note that the number of steps and the questions asked will vary depending on the role that you are requesting and your current level of access.

You can review your current roles and pending role requests in My Access
o Select an Application v Completed
# Edit

+/ Eligibility and Enrollment Medicare Online (ELMO)

o Select a Role

Role

ELMO State User x ™

ELMO Central Office User
ELMO Regional Office User
ELMO State User

ELMO External Entity User

~
@ ELMO Support Contractor User Top

O ELMO Systems User
4

Figure 127: Request Application Access — Selecting a Role
The system may prompt you to enter or select any additional information needed, based on
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the application and role you are requesting. For example, when the ELMO State Basic role is
selected for the ELMO application, the system prompts you to enter the BCI and the Role
Details, as shown in Figure 128: Request Application Access — Additional Information.

@ Select an Application

© selectaRole
Role

ELMO State User

qa) Enter Business Contact Information
el (1) Enter Role Details

’S) Enter Reason for Request

v Eligibility and Enrollment Medicare Online (ELMO)

0 Role Description: Select this role if you are a staff at one of the State Agencies and need access to ELMO to perform your job functions.

@ Daisy Wyoming ¥ @ Help

& Log Out

FS
Top

Figure 128: Request Application Access — Additional Information

7. Click Next to continue.

8. Provide the information requested in step 3, as shown in Figure 129: Request Application
Access — Enter BCI. After all required information has been provided, click Next to continue.

Note

If you already provided the Business Contact Information via the My Profile page, this

information will be auto populated.

CMS.gov |My Enterprise Portal

= My Apps

@ DaisyWyoming ¥ @ Help

@ Log Out

Request Application Access

@ select an Application

@ sclectaRole

' ELMO State User

o Enter Business Contact Information
All fields are required unless marked (optional).

Social Security Number
I X0LKK-3423

Company Name
Blue Star Health LLC

Address Line 1
22 Main Street

city
Columbia

2P Code
23111

Company Phone Number
410-221-4545

Office Phone Number
410-245-0000

(%) Enter Role Details

@ Enter Reason for Request

State
Maryland

+ Eligibility and Enrollment Medicare Online (ELMO)

Enter Address Line 2 (optional)

~

Enter ZIP+4 Code (optional)

Enter Extension (optional)

Enter Extension (optional)

-
Top
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Figure 129: Request Application Access — Enter BCI

9. Provide the information, i.e. the role details, requested in step 4, as shown in Figure 130:
Requesting Application Access — Role Details. The role details or role attributes are additional
questions that some applications require you to answer at the time of role request. The
answers to these questions help the Approver evaluate your role request. Sometimes, role
attributes are used to identify the Approver for the role and route the role request to that
Approver. After all required information has been provided, click Next to continue.

Note
Based on the role requested, you may or may not be required to enter the Role Details.

CMS.gov |M‘v‘ Enterprise Portal = My Apps &  ®DaisyWyoming ¥ @Help @ LogOut

Request Application Access

iZ The following is the step-by-step process for requesting a role in a CMS Enterprise Portal application. A summary of each step taken will be shown after each step. You will be presented with all your role
related information to review at the last step. Please note that the number of steps and the questions asked will vary depending on the role that you are requesting and your current level of access.

You can review your current roles and pending role requests in My Access.

@ select an Application ¥ Completed
# Edit

v Eligibility and Enrollment Medicare Online (ELMO)
© selectaRole ¥ Completed
# Edit
+/ ELMO State User
e Enter Business Contact Information + Completed
# Edit

+ BClUpdates Completed.

o Enter Role Details

All fields are required unless marked (optional).

Select State/Territory

Available State/Territorys Selected State/Territorys

Dist of Columbia

Alabama -

Maryland
Alaska 4 irgihs
American Samoa
Arizona e
Arkansas x

(5) Enter Reason for Request
Top

Cancel

Figure 130: Requesting Application Access — Role Details
10. Provide the information requested in step 5, as shown in Figure 131: Requesting Application
Access — Reason for Request.
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CMS.gov ||«,-1~,« Enterprise Portal E s ® DaisyWyoming ¥ @Help G LogOut

Request Application Access

L CMS pe presented with all your role

o Select an Application + Completed
v Eligibility and Enrollment Medicare Online (ELMO)

Q Select a Role + Completed
/' ELMO State User

o Enter Business Contact Information + Completed
" BCl Updates Completed.

o Enter Role Details + Completed

Al fields are required unless marked (optional).
Selected State/Territorys
Dist of Columbia

Maryland
Virginia

© Enter Reason for Request

Anason for Request

This s a test access request

m -r
fop
Cancel

Figure 131: Requesting Application Access — Reason for Request

11. Click Submit to submit the request for approval. You will be prompted to confirm if you want
to proceed.

12. Click OK.
You will receive confirmation that the request was submitted successfully along with a
tracking number for your request, as shown in Figure 132: Request Application Access -
Success Message. You will see one or more request tracking number(s) on the Request New
Application Access Acknowledgement page. You can use these tracking number(s) when
contacting the approvers for help.

CMS.gov |M y Enterprise Portal L A ® DaisyWyoming ¥ @Help @ LogOut

@ Confirmation

Your IDM request has been successfully submitted

Request New Application Access Acknowledgement

Your IDM request has been successfully submitted.

The tracking numbers for your request for ELMO State User role in Eligibility and Enrollment Medicare Online (ELMO) application are:
= 1819791 for State/Territory: Dist of Columbia
» 1819792 for State/Territory: Maryland
+ 1819793 for State/Territory: Virginia

Please use these numbers in all correspondence concerning this request.

You will receive a separate email when each part of your request has been processed.

Once your request is approved then you will need to log out and then log back into the Enterprise Portal system to access the application via the tile on the My Portal Landing page. If you are still
having trouble, please contact the tier 1 Help Desk associated with your application.

Figure 132: Request Application Access — Success Message

13. Click OK.
You will be redirected to the My Roles page. Click the My Pending Requests tab. The request
will display under the My Pending Requests tab, as shown in Figure 133: Request Application
Access — Pending Request.
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Note

You, as a Submitter, will receive an email notification with the request tracking number(s),
while the Approver receives an email to take an action on the submitted request.

9.3.1. Determining User Identity and LOA

Depending on the role you requested and the information you provide, the system may take you
to the Identity Verification page. The identity verification process is necessary for roles that
require a higher level of security to access, but you are not at the correct Level of Assurance
(LOA) that is required for the requested role. Identity verification is done by asking you questions
based on your personal information.

Each role requires a specific LOA: LOA 1, LOA 2, or LOA 3. You will be assigned LOA 1 as soon as
you register. To update or raise the LOA level, you go through the identity verification process.

Depending on your current LOA and the LOA required by the role you are requesting, you may or
may not be required to go through the identity verification process.

There are three ways to complete the identity verification process:

» Remote Identity Proofing (RIDP) using the CMS Enterprise Portal and Experian’s Identity
Verification service.

« If you fail RIDP, then you go to the Experian Phone Proofing (with a review reference #
obtained at the end of the failed RIDP process).

¢ If you subsequently fail Phone Proofing, you may go through the Manual Identity Proofing
(IDP) procedure to update your LOA by contacting your Application Help Desk, who can
manually raise the LOA after determining your identity.

Note

Manual IDP by the Application Help Desk is the last resort for IDP after you have failed RIDP and
Phone Proofing. LOA level can be raised but cannot be lowered. Once LOA 3 is reached, no
changes can be made to the LOA level. RIDP does not work if you have a foreign address
associated with your account so Manual IDP is the only option.

9.3.2. Requesting a Role Requiring RIDP

The following are the instructions on how to request access to an application and role that
requires RIDP.

1. On the Request Application Access page, choose an application from the Select an
Application drop-down list. For example, select Eligibility and Enrollment Medicare Online
(ELMO).

2. Click Next.
Step 1 of the Request Application Access is completed.

3. Choose a role from the Select a Role drop-down list. For example, select ELMO Help Desk
Users Administrator.
A message is displayed that the selected role requires additional level of identity verification,
as shown in Figure 134: Role Requiring RIDP.
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Request Application Access

@ sclect an Application w

" Eligitality and Enrollment Medicane Online (ELMO}

u Solect a Role -
o s

' ELMO Help Desk Users Administrator

) complete Kentity Vel

0 identity Verification
T ot Potpos i bl vl v, T il ] vt il v I vl e ety P e L™ W

o g et by oy i el e e Y e b Py ] g e e sy o S e gl

(&) Enter Business Contact Information
(<) En i In [

(%Y Enter Reason for Request
(=) Enter Reason for Reqgu

Figure 134: Role Requiring RIDP
4. Click Launch to begin the Identity Verification process.

The Step #1: Identity Verification Overview page displays, as shown in Figure 135: RIDP -

Overview.

& O hDeew @ Help

Step #1: Identity Verification Overview

To protect your privacy, you will need to complete Identity Verification successfully, before requesting access to the selected role. Below are a few items to

keep in mind.

1. Ensure that you have entered your legal name, current home address, primary phone number, date of birth and email address correctly. We will only
collect personal informatian to verify your identity with Experian, an external Identity Verification provider

2. Identity Verification involves Experian using information from your credit report to help confirm your identity. As a result, you may see an entry called a
“soft inquiry” on your Experian credit report. Soft inquiries do not affect your credit score and you do not incur any charges related to them

3. Youmay need to have access to your personal and credit report information, as the Experian application will pose questions to you, based on data in

.experian.com/help/

their files. For additional information, please see the Experian Consumer Assistance website - http://

If you elect to proceed now, you will be prompted with a Terms and Canditions statement that explains how your Personal Identifiable Information (PIl) is

used to confirm your identity. To continue this process, select ‘Next'

sl

& Log Out

Figure 135: RIDP — Overview

5. Click Next to continue.

The Step #2: Accept Terms & Conditions page displays, as shown in Figure 136: RIDP — Terms

and Conditions Information.

& O JenDee w © Help

Step #2: Accept Terms & Conditions
OMB No. 0938-1236 | Expiration Date: 04/30/2017 | (OMB Re-Certification Pending) | Paperwork Reduction Act

Protecting Your Privacy
Protecting your Privacy is a top priority at CMS. We are committed to ensuring the security and confidentiality of the user registering to EIDM. Please
read the CMS Privacy Act Statement, which describes how we use the information you provide.

Personal information is described as data that is unique to an individual, such as a name, address, telephone number, Social Security Number, and
date of birth (DOB). CMS Is very aware of the privacy concemns around PII data. In fact, we share your concerns. We will only collect personal
information to verify your identity. Your information will be disclosed to Experian, an external authentication service provider, to help us verify your
identity. If collected, we will validate your Social Security Number with Experian only for the purposes of verifying your identity. Experian verifies the
information you give us against their records. We may also use your answers to the challenge questions and other Pl to later identify you in case
you forget or misplace your User ID /Password.

HHS Rules of Behavior
We encourage you to read the HHS Rules of Behavior, which provides the appropriate use of all HHS information technology resources for
Department users, including Federal employees, contractors, and other system users.

| agree to the Terms & Conditions

farice!
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Figure 136: RIDP — Terms and Conditions Information
6. Read the Terms and Conditions information on this page and indicate your agreement by
selecting the | agree to the Terms and Conditions checkbox. Click the Next button to continue.

The Step #3: Enter Your Information page displays, as shown in Figure 137: RIDP — Your
Information Page.

CMS.gov [My Enterprise Portal

Step #3: Enter Your Information

the Experiar

First Name
Jobn P Doe

Social Security Number

i = January vl |1 v e

Is Your Address US Based?
@ One

Home Address Line 1

2010 SAINT NAZAIRE BLVD. Little Patuxent Riverway

ciy
HOMESTEAD ~ Florida v 33039

Phan Number
307-278-9545

Figure 137: RIDP - Your Information Page
7. Enter your information into the required fields of the Enter Your Information page. Click Next to
continue the identity verification process.

The Step #4: Verify Your Identity page displays, as shown in Figure 138: RIDP — Verify Identity.
CMS. gov |1 Emerpese por OahnDoew @rs  Bhiomo

Step #4: Verify Your Identity

i oooo00 §

cooo0 £

Figure 138: RIDP - Verify Identity
8. Provide an answer to each question and then click Next to continue. Click Cancel to terminate

the request and return to the My Access page.
If successful, a confirmation message is displayed, as shown in Figure 139: RIDP -

Confirmation Message.
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CMS.CJOV |Fu‘!‘~,f Enterprise Portal i= My Apps & © JohnDoe w @ Help [ LogOut

Step #4: Verify Your Identity

@ Confirmation &

You have successfully completed the Remote Identity Proofing process.

Figure 139: RIDP - Confirmation Message
RIDP is now complete.

9. Click Next to continue with the role request process.
If RIDP is unsuccessful, you will get a review reference number and will be directed to call
Experian to do Phone Proofing. If Phone Proofing does not work, then you can contact your
Help Desk to go through the Manual IDP procedure to update your LOA.

9.4. Requesting an EUA Job Code

To access and view an EUA-provisioned application from within the CMS Enterprise Portal
system, you will need to have an EUA CMS user ID and the approved Portal job code(s) for that
application.

The following are the instructions on how to request access to job code(s) for accessing any
EUA application hosted on the CMS Enterprise Portal system.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.

3. On the My Portal page, as shown in Figure 116: Add Application Button on My Portal Page, click
the Add Application button.
The Request Application Access page displays, as shown in Figure 7140: Request Application
Access Page.

CMS.gov |M‘.v" Enterprise Portal : ® JamesSmith ¥ @ Help @ LogOut

Request Application Access

= The following is the step-by-step process for requesting a role in an application accessible via the CMS Enterprise Portal System.

o Select an Application

Select an Application b4

@ Available EUA Job Codes for this Application

Figure 140: Request Application Access Page

4. Choose an application from the Select an Application drop-down list containing a list of EUA-
provisoned applications. For example, select Enterprise MicroStrategy Reports.
Information about the selected application is displayed as shown in Figure 141: Request
Application Access — Selecting an EUA Application.
Note

You can click the Help Desk Information header to view how to contact the Help Desk for that

CMS User Guides Page 95 of 107



Enterprise Portal User Guide

application.

CMS.gov |F‘-'1V Enterprise Portal 1= My Apps ® JamesSmith ¥ @Help @ LogOut

Request Application Access

= The following is the step-by-step process for requesting a role in an application accessible via the CMS Enterprise Portal System.

o Select an Application
Application

Enterprise MicroStrategy Reports K W

© Application Description: The Enterprise MicroStrategy Reperts allows reporting and analysis of data stored in a relational database, multidimensional dalabase, or flat data file.

> Help Desk Information

@ Available EUA Job Codes for this Application

Cancel

Figure 141: Request Application Access — Selecting an EUA Application

5. Click Next.
Step 1 of the Request Application Access is completed and the system displays the available
EUA job codes for the selected application and the instructions for how to request the required
job code(s) from the EUA system in order to access and view the selected application from
within the CMS Enterprise Portal system. Refer to Figure 131: Listing of Available Job Codes for
Selected EUA Application.
The list of job codes are returned as a paginated list, as shown in, Figure 142: Listing of
Available Job Codes for Selected EUA Application, if there are multiple available job codes for
the selected EUA application. This list can be sorted either by the job code or the description.
The Global Filter feature is also available and can be used to further refine the list of job codes
if multiple job codes are returned.
To select a different EUA application and view the available job codes for that application, click
the Edit button to the right of Step 1. Click Cancel at the bottom right of the page to return to
the My Portal landing page. Upon clicking Cancel, the system will prompt you to confirm that
you wish to exit the page.

CMS.gov [M‘-,ﬂ Enterprise Portal = My Apps ® JamesSmith ¥ @ Help @ LogOut

Request Application Access

= The following Is the step-by-step process for arole in an appli the CMS Enterprise Portal System.

° Select an Application ¥ Completed
[# Edit

v Enterprise MicroStrategy Reports

e Available EUA Job Codes for this Application

To access this application:
1. Identify the Job Code(s) that you need from the list below.
2. Go to the Enterprise User Administration (EUA) system and login to your EUA account.
3. Request the identified Job Code(s) within the EUA system.
4. Contact your CMS Access Administrator (CAR) if you need additional assistance.

slobal Filter

% EUA Job Code + EUA Role Description
ACO_MSTR_VAL_ARCHITECT Access for ACO project for architect in MicroStrategy Validation read only
ACOAPM_MSTR_VAL_ARCHITECT Access to new Microstrategy project VTAPM_INT and 'VTAPM_TST'
ACOAPM_MSTR_VAL_WEB Access 10 new Microstrategy project VTAPM_INT and 'VTAPM_TST'
ACOSSP_MSTR_VAL_ARCHITECT Access for ACO SSP project for architect in MicroStrategy Validation read only.
ACOSSP_MSTR_VAL_WEB Access for ACO SSP reports through Validation Web MicroStrategy
AL_MSTR_SUBSCRIB_VAL IDR BI BB project to identified users through subscriptions.
AL_MSTR_VAL_ARCHITECT Access to the Access Layer project for an architect in MSTR validation
AL_MSTR_VAL_DESKTOP Access 1o the Access Layer project for a desktop developer in MSTR val.
AL_MSTR_VAL_DIMP_WEB Access to the IDR Bl BB project for Data Import function in MicroStrategy VAL.

AL_MSTR_VAL_WEB Access to the Access Layer project web reports in MicroStrategy validation.

Showing 1 to 10 of 47 records. 2 345 KW 10 « ~
Top

Figure 142: Listing of Available Job Codes for Selected EUA Application
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9.5. Canceling a Pending Request

The following are the instructions on how to cancel a pending role request that was submitted
for approval.

1. Navigate to the CMS Enterprise Portal public home page.
2. Login using your user ID and password.

3. On the My Portal page, select the My Access option from the name drop-down list in the top
navigation bar, as shown in Figure 120: Accessing the My Access Page via Name Drop-down.
The My Roles tab of the My Access page displays.

4. Click the My Pending Requests tab.
The My Pending Requests tab displays with a list of pending requests submitted for approval,
as shown in Figure 143: List of Pending Requests.

CMS_QO\J ‘f"ﬂ‘: | Apps & Daisy Wyoming ¥ @ Help ® Log Out

My Access

#= My Roles © My Pending Requests @ My Annual Certifications “U My Request History

The following is a list of pending requests submitted for approval.

Q Global Filter

Submission Date

RequestID % Application ¥ Role Name # Attributes Expiration Date

: 543425dh:
Disproportionate Share Hospital (DSH) Ho I NiNTaE SCSKESthaa
i

Action
1819254 DSH End User & Provider ID: 543425 May 11, 2022 May 12, 2022
Hospital Name: CMS

1819256 EPPE @ EPPE User @ EPPE Organization Name: CMS May 11,2022 May 12, 2022 @ Cancel

Showing 1 to 2 of 2 records. n 10 -

Figure 143: List of Pending Requests
5. Click the Cancel button next to the role request you want to cancel.

6. Click OK in the modal dialog box, as shown in Figure 144: Cancel Pending Request -
Confirmation.

Confirmation

Are you sure you want to cancel this pending role request?
Once the request is canceled, you may need to request access for the role again.

Select "OK' to continue. Otherwise, select 'Cancel"

ok

Figure 144: Cancel Pending Request — Confirmation

You will receive a confirmation that your pending role request has been canceled, as shown in
Figure 145: Cancel Pending Request — Success Message.
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CMS.gov | My Enterprise Portal

= My Apps

a

@ DaisyWyoming ¥ @ Help @ LogOut

@ Confirmation

Your pending role request has been canceled.

My Access

¥= My Roles © My Pending Requests & My Annual Certifications

The following is a list of pending requests submitted for approval.

Request ID ¢ Application % Role Name

Disproportionate Share Hospital (DSH)

1819254 DSH End User &

Showing 1 of 1 record.

Y My Request History

Attributes

DSH ID Number: 543425dhsa
Provider ID: 543425
Hospital Name: CMS

10 |-

Submission Date

May 11, 2022

Expiration Date & Action

May 12, 2022 © Cancel

Figure 145: Cancel Pending Request — Success Message

Note

You will receive an email notification indicating that your pending role request was canceled.

9.6. Removing a Role

The following are the instructions on how to remove a role for an application you currently have

access.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.

3. On the My Portal page, select the My Access option from the name drop-down list in the top
navigation bar, as shown in Figure 120: Accessing the My Access Page via Name Drop-down.
The My Roles tab of the My Access page displays, as shown in Figure 146: List of Existing

Applications.

4

@ Daisy Wyoming ¥ @ Help ® Log Out

CMS.gov | My Enterprise Porial

My Access

7= My Roles © My Pending Requests ¥ My Annual Certifications

BCRS Web @

COB @

DEX (Data Exchange) System

Eligibility and Enrcliment Medicare Online (ELMO) &
Enterprise User Data Catalog

MA/MA-PD/PDP/CC &

Showing 1 to 6 of 6 records.

U My Request History

lobal Filter
Role %

BCRS Admin @

Approver &

DEX State Admin @

CMS Only - ELMO Administrator Authorizer @
Enterprise User Data Catalog User &

Authorizer @

B 0 -

The following is a list of your existing applications and associated roles. You can add roles to these applications below or request access to a different application by selecting "Add Application™

Actions

Select Action *

Select Action ~

Select Action

Select Action =

Select Action ~

IIIIII

Select Action =

Figure 146: List of Existing Applications
4. Click the Select Action drop-down next to the application role you want to remove and then
click the Remove Role option, as shown in Figure 147: Selecting Remove Role Action.
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IVly ALLESS

= My Roles © My Pending Requests @ My Annual Certifications U My Request History

The following is a list of your existing applications and associated roles. You can add roles to these applications below or request access to a different application by selecting "Add Application™

Q, Global Filter

Application ~ Role & Actions
BCRS Web @ BCRS Admin @

DEX (Data Exchange) System @ DEX State Admin @
Eligibility and Enrollment Medicare Online (ELMO) @ CMS Only - ELMO Administrator Authorizer @
[ Enterprise User Data Catalog @ Enterprise User Data Catalog User @
MA/MA-PD/PDR/CC © Authorizer @ 9,40d R
; g ( E Remove Role ,
Showing 1 to 6 of 6 records. ‘
g n ] @ View Role Details

iavascriptyvoid(Dl:

Figure 147: Selecting Remove Role Action
5. Click OK in the modal dialog box to confirm removal, as shown in Figure 148: Remove Role -
Confirmation.

Confirmation

Are you sure you want to remove this role?

Once this role is removed, you will need to request access again to have it restored. Select '0K' to

continue. Otherwise, select 'Cancel’
Cancel

Figure 148: Remove Role — Confirmation
Note

You will see a warning if you are the last and only approver for a role you are requesting to
remove. You will need to acknowledge the warning to remove the role completely.

A confirmation displays, as shown in Figure 149: Remove Role — Success Message.

CMS.gov ]Mﬂ,-‘ Enterprise Portal : &  ®paisyWyoming ¥ @Help @ LogOut

@ Confirmation

Request Remove Role Acknowledgement

Your IDM request has been successfully submitted.

The tracking number for your request to remove Enterprise User Data Catalog User role in Enterprise User Data Catalog application is: 1819380.
Please use this numberin all correspondence concerning this request.

You will receive an email when your request has been processed.

Figure 149: Remove Role — Success Message
Note

You will receive an email notification indicating that your role was removed.
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6. Click OK to acknowledge and return to the My Roles tab.

9.7. Viewing/Modifying Role Details

The role details or role attributes are additional questions that some applications require you to
answer at the time of role request. The answer to these questions help the Approver evaluate
your role request. Sometimes, role attributes are used to identify the Approver for the role and
route the role request to that Approver.

The following are the instructions on how to view role details for an application you currently
have access.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.

3. On the My Portal page, select the My Access option from the name drop-down list in the top
navigation bar, as shown in Figure 120: Accessing the My Access Page via Name Drop-down.

The My Roles tab of the My Access page displays, as shown in Figure 146: List of Existing
Applications.

4. Click the Select Action drop-down next to the application role you want to view the details of
and then click the View Role Details option, as shown in Figure 150: Selecting View Role Details
Action.

CMS.QOV |MV Enterprise Portcl 7 @ Daisy Wyoming ¥ @ Help & Log Out
My Access
7= My Roles © My Pending Requests # My Annual Certifications U My Request History
The following is a list of your existing applications and associated roles. You can add roles to these applications below or request access to a different application by selecting "Add Application".
Application Role Actions
BCRS Web & BCRS Admin @
DEX (Data Exchange) System @ DEX State Admin @
[Ehglblhly and Enroliment Medicare Online (ELMO) & CMS Only - ELMO Administrator Authorizer @& Select Action ~
MA/MA-PD/PDP/CC @ Authorizer @ Add Rolg
@ Remove Role
Showing 1 to 5 of 5 records. -
Z a0 @ View Role Details

Figure 150 Selecting View Role Details Action

The Role Details page displays, as shown in Figure 1517: Role Details Page Without Details or
Attributes. There are no details or attributes associated with this role.
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CMS.gov |“-"1‘\" Enterprise Portal = My Apps & @paisyWyoming ¥ @Help @ LogOut

Role Details

Application

Eligibility and Enrollment Medicare Online (ELMO)
ELMO provides a single point of access for Medicare Beneficiary Demographics, Entitlement/Eligibility, Health Status, Utilization, Low-Income
Subsidy (LIS), Direct Billing, Third Party, Enrollment, and Premium information. It consolidates the capabilities of the legacy MBD and EDE User
interfaces, including BERT, ERNIE, MEPS, DIRT, LERS and MBD GUI.

Role

CMS Only - ELMO Administrator Authorizer
Select this role if you are the approver for requests from User Administrators that will approve access to various user roles in ELMO.

Role Assigned Date
May 09, 2022

Role Details

@ No Role Details

This role does not have any attributes.

Return

Figure 151: Role Details Page Without Details or Attributes

If, for example, during the role request process, the user was required to select state(s) under
Role Details and the user selected one or more states, then the user will see a list of their role’s
states when viewing the Role Details page, as shown in Figure 152: Role Details Page with
Attributes — States. The user, in this example, is associated with the listed states. On the Role
Details page, the user also has the option to modify their role details, as applicable, for their
role.

CMS.gov |"“-‘1V Enterprise Portal = My Apps a2 @ DaisyWyoming ¥ @ Help @ Log Out

Role Details

Application

Eligibility and Enrollment Medicare Online (ELMO)
ELMO provides a single point of access for Medicare Beneficiary Demographics, Entitlement/Eligibility, Health Status, Utilization, Low-
Income Subsidy (LIS), Direct Billing, Third Party, Enrollment, and Premium information. It consolidates the capabilities of the legacy
MBD and EDB User interfaces, including BERT, ERNIE, MEPS, DIRT, LBRS and MBD GUI

Role

ELMO State User
Select this role if you are a staff at one of the State Agencies and need access to ELMO to perform your job functions.

Role Assigned Date
May 16,2022

Role Details

Select State/Territory

Selected State/Territory

Dist of Columbia
Maryland

Virginia

Return

Figure 152: Role Details Page with Attributes — States

Upon selecting the Modify button the Role Details page, as shown in Figure 153: Role Details
Page with Attributes — Modify, is Displayed and user can modify the details of a role.
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CMS.gov |[My Enterprise Portal i= My Apps & ®DaisyWyoming ¥ @Help @ LogOut

Application

Eligibility and Enrollment Medicare Online (ELMO)
ELMO provides a single point of access for Medicare Beneficiary Demographics, Entitlement/Eligibility, Health Status, Utilization, Low-
Income Subsidy (LIS), Direct Billing, Third Party, Enrollment, and Premium informaticn. It consolidates the capabilities of the legacy
WBD and EDB User interfaces, including BERT, ERNIE, MEPS, DIRT, LBRS and MBD GUI

Role

ELMO State User
Select this role if you are a staff at one of the State Agencies and need access to ELMO to perferm your job functions.

Role Assigned Date
May 16, 2022

Enter Role Details

Cancel

All fields are required unless marked (optional).

Select State/Territory

Available State/Territory Selected State/Territory
add Alabama
Alaska ; )
Dist of Columbia
American Samoa
Arizona
N virginia
California ~

Enter a Reason for Change

m ~

Top

Return

Figure 153: Role Details Page with Attributes — Modify

9.8. My Annual Certifications

CMS security guidelines require that the use of a role must be certified every year, or the role will
automatically be removed from your profile. Annual Role Certification is the process of certifying
your continued use of a role and is valid for one year.

While there is no action required on your part, you may want to notify your Approver of your
desire to use a role for another year.

You can perform the following functions related to Annual Role Certifications in CMS Enterprise
Portal:

e View a list of all the roles that you currently have access to that require certification, have
been certified, or have submitted requests for certification

e Request certification of one or more roles

9.8.1. Viewing My Annual Certifications

The following are the instructions on how to view your annual certifications.
¢ Navigate to the CMS Enterprise Portal public home page.

e Login using your user ID and password.
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e On the My Portal page, select the My Access option from the name drop-down list in the top
navigation bar, as shown in Figure 120: Accessing the My Access Page via Name Drop-down.
The My Roles tab of the My Access page displays as shown in Figure 146: List Of Existing
Applications.

e Click the My Annual Certifications tab.
The My Annual Certifications page, as shown in Figure 154: Viewing My Annual Certifications,
displays a paginated list of all the roles that you currently have access to that are due for
certification, have been certified, or have been submitted for certification, as indicated in the
Status column. Any role that needs to be certified will show the status as “Certification Due”

CMS.gov |va Enterprise Portal 1= My Apps & @®DaisyWyoming ¥ @Help O LogOut
= My Roles © My Pending Requests ¥ My Annual Certifications Y My Request History
If you no longer need a role listed below, you can remove it by using the 'Remove Role' opticn on the My Roles page. Show Certification Due Only
+ Last
s lication % Role + Attributes + Status
B Certified Date
Due Date

SEED SEED Administrator Certified Apr 27,2022 Apr 27,2023

SERVIS (State Exch: R Virtual Infe tie
Svslem)r A8 EXChangs Tesatice iiee o maton SERVIS Business Owner Representative Certified Apr 27,2022 Apr 27,2023
T-MSIS: Transformed Medicaid Statistical Information System.  TMSIS Business Owner Certified Apr 27,2022 Apr 27,2023
EDA Sandbox EDA Sandbox Administrator Submitted N/A Aug 04, 2022
MC-Review Pilot Managed Care Review Business Owner Submitted N/A Aug 04, 2022
OneMAC OneMAC Helpdesk Submitted N/A Aug 04, 2022

CMS/CPI/ Division of Prescription Drug ’
PRIS Plan Portal Submitted N/A Aug 04, 2022
Audits (DPDA) Business Owner
% £ : : o Certification
QualityNet Service Center QualityNet Service Center Administrator mi N/A Aug 04, 2022
izati : CMS Fi |
ZONE: Opportunity to Network and Engage ZONE Business Owner gf:l’;l::wn Type: CMs Federa Submitted N/A Aug 04, 2022
"

Showing 81 to 89 of 89 records. wlalslslzls ﬂ 0 - A
Top

Figure 154: Viewing My Annual Certifications

By default, the My Annual Certifications page displays all your roles sorted in the descending
order of Certification Due Date, such that the rows with certification due date closet to the
current date are displayed first and the rows with dates farthest from the current date are
displayed last. You can sort the list in ascending or descending order of any column (Application,
Role, Attributes, Status, Last Certified Date, or Certification Due Date) by clicking on the arrow
next to the column name. You can use the ‘Global Filter’ feature to filter the list of roles based on
a text string, which will search on all the columns and the column data and display the results
based on the entered text string. The checkbox for Show Certification Due Only is also present
on the page which if selected, filters the list of roles to display only those roles that are due for
certification.

Note that if you don’t have any annual role certifications, then a message is displayed on the
page indicating this.

9.8.2. Requesting Annual Certifications

The following are the instructions on how to request your annual certifications.
¢ Navigate to the CMS Enterprise Portal public home page.
e Login using your user ID and password.

e Onthe My Portal page, select the My Access option from the name drop-down list in the top
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navigation bar, as shown in Figure 120: Accessing the My Access Page via Name Drop-down.
The My Roles tab of the My Access page displays as shown in Figure 146: List Of Existing
Applications.

e Click the My Annual Certifications tab.
The My Annual Certifications page, as shown in Figure 124: My Annual Certifications Tab on
My Access Page.

¢ Select the checkbox for Show Certification Due Only to view only the roles that need to be
certified, as shown in Figure 155: Viewing Roles Due for Certification.

g 1
CMS.QOV |MY Enterprise Portal i= My Apps a4 & Daisy Wyoming ¥ @ Help  Log Out
My Access
7= My Roles © My Pending Requests & My Annual Certifications Y My Request History
If you no longer need a role listed below, you can remove it by using the 'Remove Role' option on the My Roles page. 2 show Certification Due Only
Q, Global Filter
% Last -
% Application + Role + Attributes < Status Certified Certification
Date Due Date
iicati
PS&R/STAR PS&R Security Official gem ICation 449 05,2021  Aug 05, 2022
ue
Showing 1 of 1 record. n 10 -

Figure 155: Viewing Roles Due for Certification

¢ Click on the checkboxes in the rows with the roles that you want to certify, as shown in Figure
156: Selecting Roles to Certify. Alternatively, click the Select All checkbox in the column
header of the role list in order to select all the roles that require certification.

CMS,gOV |MY Enterprise Portal i= My Apps © Daisy Wyoming ¥ @ Help @ Log Out

My Access

7= My Roles © My Pending Requests ¥ My Annual Certifications Y My Request History

If you no longer need a role listed below, you can remove it by using the 'Remove Role’ option on the My Roles page. Show Certification Due Only
Q, Global Filter
+ Last o
— + Application + Role + Attributes + Status Certified Certification
Date Due Date
Certification
.~ | PS&R/STAR PS&R Security Official o Aug 05,2021  Aug 05, 2022
ue
Showing 1 of 1 record. 0 -

Request Certification

Figure 156: Selecting Roles to Certify

¢ Click the Request Certification button at the bottom of the page.
A ‘Confirmation of Certification Request’ pop-up box appears, as shown in Figure 157:
Certification Request — Confirmation, including the number of roles selected for certification
and an optional textbox field to put in a reason for the request.
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Confirmation of Certification Request % Close

You have selected 1 role(s) to request to certify.
Are you sure you want to proceed?

Certify - Reason for Request (optional):

Figure 157: Certification Request — Confirmation
¢ You may enter a reason for requesting certification if applicable, and then click Submit to
confirm your certification. Or click Cancel to cancel the certification and return to the My
Annual Certifications page.

Upon clicking Submit, you will see a confirmation message affirming the action taken, as
shown in Figure 158: Certification Request — Success Message.

CMS.gov |Mv Enterprise Portal = My Apps s

& Daisy Wyoming ¥ @ Help [ Log Out

@ Confirmation %

Your Annual Certification request(s) has been successfully submitted

Request Annual Certification Acknowledgement

Your Annual Certification request(s) has been successfully submitted
The request for the following role(s) has been sent to the approver for certification:

* PS&R/STAR - PS&R Security Official

Figure 158: Certification Request — Confirmation

9.9. Viewing My Request History

The following are the instructions on how to view all your past requests for access to an
application/role that have been approved, rejected, expired, revoked, or canceled.

1. Navigate to the CMS Enterprise Portal public home page.

2. Login using your user ID and password.

3. On the My Portal page, select the My Access option from the name drop-down list in the top
navigation bar, as shown in Figure 120: Accessing the My Access Page via Name Drop-down.

The My Roles tab of the My Access page displays, as shown in Figure 146: List of Existing
Applications.

4. Click the My Request History tab.
The My Request History page displays as shown in Figure 159: Request History, with a

paginated list of all your request history items for access to an application/role that have been
approved, rejected, expired, revoked, or canceled.
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CMS.QOV ||""‘1""" Enterprise Portal E 3 ® DaisyWyoming ¥ @ Help @ Log Out

My Access

7=MyRoles © My Pending Requests @ My Annual Certifications Y My Request History

The following is a list of your role requests that have been resolved. Pending role requests can be found here.

Q Global Filter

i
Request ID & Application % Role Name & Attributes & Submission Date  FNUNMPIRINORONY .. rion &

Electronic Retroactive Processin Pendin
1819795 9 €RPT CO User May 13, 2022 May 13,2022 o
Transmission (eRPT) View Detail
y - Pending
1819796 Disproportionate Share Hospital (DSH) ~ DSH End User May 13, 2022 May 183, 2022 5 &
View Details
Approved
1819797 Enterprise User Data Catalog Enterprise User Data Catalog User May 13, 2022 May 13, 2022 3 "
View Details
Cancel
1819798 EPPE EPPE User May 13, 2022 May 13, 2022 A =
View Details
Pending
1819799 DEX (Data Exchange) System DEX State Basic State: Maryland May 13, 2022 May 13, 2022 4
View Details
Showing 11 to 15 of 15 records. o4 10

Figure 159: Request History

You can sort the request history list in the ascending or descending order of any column
(Request ID, Application, Role Name, Attributes, Submission Date, Resolution Date, or Resolution)
by clicking on the arrow next to the column name. You can also use the ‘Global Filter’ feature to
filter the list of request history items based on a text string, which will search on all the columns
and the column data and display the results based on the entered text string.

5. To view the details of any request history item, click the View Details link for that item under
the Resolution column, as shown in Figure 159: Request History.

The details related to the selected request history item are displayed, as shown in Figure 160:
Details of a Request History Item.

i=Resolution Information X Close

=) Request ID: 1819795

Application Electronic R ive Processing T ission (eRPT)
Role Name €RPT CO User

Submission Date May 13, 2022
Resolution Date  May 13, 2022
Resolution Pending
Resolution Justification:

Testing eRPT application access request

Figure 160: Details of a Request History Item
6. Click Close to return to the My Request History page.
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10. Appendix: Acronyms

Table 1: Acronyms provides a literal translation of terms used in this document and related to the

document.
Table 1: Acronyms
Acronym Literal Translation
BCI Business Contact Information
CHIP Children’s Health Insurance Program
CMS Centers for Medicare & Medicaid Services
DDES Division of Data Enterprise Services
HHS Department of Health and Human Services
EDG Enterprise Data Group
EIT Electronic and Information Technology
EP (not regularly used) | Enterprise Portal; Portal (preferred)
EUA Enterprise User Administration
GPO Government Printing Office
HIPAA Health Insurance Portability and Accountability Act
ID Identifier
IDP Identity Proofing
IE Internet Explorer
IVR Interactive Voice Response
LOA Level of Assurance
MFA Multi-Factor Authentication
oIT Office of Information Technology
PHI Personal Health Information
Pll Personally Identifiable Information
PIN Personal Identification Number
PIV Personal Identity Verification
RIDP Remote Identity Proofing
SMS Short Message Service
ul User Interface
VIP Validation and ID Protection
VPN Virtual Private Network
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